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SUMMARY

Testing of concurrent software written in programming languages like Java and C/C++ is a highly challeng-
ing task owing to the many possible interactions among threads. A simple, cheap, and effective approach
that addresses this challenge is testing waittse injection, which influences the scheduling so that differ-

ent interleavings of concurrent actions are witnessed. In this paper, multiple results achieved recently in the
area of noise-injection-based testing by the authors are presented in a unified and extended way. In particu-
lar, variousconcurrency coverage metrics are presented first. Then, multiple heuristics for solvingribiee
placement problem (i.e. where and when to generate noise) as well andrse seeding problem (i.e. how

to generate the noise) are introduced and experimentally evaluated. In addition, several new heuristics are
proposed and included into the evaluation too. Recommendations on how to set up noise-based testing for
particular scenarios are then given. Finally, a novel use of the genetic algorithm for finding suitable combi-
nations of the many parameters of tests and noise techniques is presented. Copyright © 2014 John Wiley &
Sons, Ltd.
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1. INTRODUCTION

Popularity of multi-core processors and multiprocessor computers stimulates development of pro-
grammes with multiple concurrently executing threads of control. Development of such applications
in widely used programming languages, like Java, C, and C++, puts much higher demands on pro-
grammers who must correctly synchronize actions executed in the different threads communicating
via shared memaory and/or via message passing. Synchronization errors, such as data races, atomic-
ity violations, deadlocks, or order violations, are relatively easy to cause but very hard to detect by
code review or by simple execution of the code during classical testing because they may manifest
only under very rare interleavings of actions executed by the different threads. Such interleavings
are not very likely to be spot during classical testing, but they can occur in the production where the
software is run for a much longer time, on different machines, under different load, and in different
environment settings.

This situation in turn stimulates research efforts devoted to all sorts of advanced methods for
testing, analysis, and verification of concurrent programmes. Formal methods of verification, such
as model checking [1, 2], may potentially be able to precisely analyse a given program. Unfortu-
nately, these precise approaches do not scale well for complex software systems. The number of
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thread interleavings to be analysed in such systems is simply too high to be handled by the precise
approaches despite various optimizations that are used in advanced formal verification techniques.
Approaches like lightweight static analyses (described later) as well as testing and dynamic analyses
(introduced later and further described in the next section) use approximations of the analysed pro-
grammes to cope with the complexity of the systems, which can pay off in the number of detected
errors despite that such approaches can both miss errors and produce false alarms [3].

Lightweight static analyses, such as [4], usually focus on searching for purely syntactic error
patterns (possibly slightly refined, e.g. by using some information on the behaviour of the verified
programmes pre-computed by suitable dataflow or type analyses). Such analyses scale well to even
large code bases and may provide valuable information to the developer [5], but they often cannot
discover concurrency-related errors because they do not model threads and their interactions [4].
Of course, there also exist static analyses that do consider concurrent threads, such as [6]. These
analyses are able to detect concurrency-related errors, but they often produce many false alarms
owing to the abstractions they work with.

Testing [7—10] and dynamic analyses [11, 12] rely on (possibly repeated) execution of the given
program and evaluation of the witnessed runs. They can precisely analyse all aspects of concurrent
behaviour, but they only consider the witnessed execution paths and thread interactions (or their
extrapolation in the case of dynamic analyses). To increase the number of tested thread interactions,
one can use either the deterministic testing approach or noise injection.

Deterministic testing [8—10] can be viewed as execution-based model checking bounded in vari-
ous ways (e.g. in the number of context switches), attempting to systematically test as many thread
interleaving scenarios as possible. A lightweight alternative to deterministic testiogsési njec-
tion [7]. This approach is based on injecting—either randomly or based on some heuristics—some
noise into the test execution. The noise causes delays in the execution of selected threads, giving
other threads an opportunity to make progress and possibly reveal so far untested scheduling scenar-
ios. Although the noise-injection approach cannot prove correctness of a program even under some
bounds on its behaviour, it was demonstrated [7, 13, 14] that the technique can rapidly increase the
probability of spotting concurrency errors.

In testing, a crucial role is played by tkkeverage metrics [15]. A coverage metric definescav-
erage domain, which is a set otoverage tasks representing different phenomena (e.g. reachability
of a certain line) whose occurrence in the behaviour of a tested program is considered to be of inter-
est. One can then measure how many of the phenomena corresponding to the coverage tasks have
been seen in the witnessed behaviours of the tested program. Such a measurement can be used to
asses how well the program has been tested.

Classic coverage metrics (such as code coverage) allow one to relatively easily measure the
obtained coverage and to quite precisely estimate the size of the coverage domain statically (up
to issues such as unreachable code). However, such metrics do not reflect interactions among
threads and are therefore insufficient for testing concurrent programmes. Measuring coverage of
all thread interleavings, on the other hand, is impractical because one would have to remember
and compare various executions from the point of view of all involved context switches, and for
an unbounded number of threads, the coverage domain could be unbounded too (for a bounded num-
ber of threads, it would be bounded, but huge and difficult to estimate with satisfactory precision).
A good concurrency-related coverage metric should hence represent a trade-off between these two
extremes.

In this paper, a unified overview of multiple results from the area of noise-injection-based test-
ing that were published by the authors in several past years [13, 16-21] is provided. In particular,
multiple novel coverage metrics (first proposed bigKaet al. [19]), which measure how well the
behaviour of tested programmes has been examined from the point of view of possible occurrence
of certain synchronization-related errors, are presented first. These metrics can be used to control
saturation-based testing, to compare effectiveness of various testing approaches, or to tune param-
eters of meta-heuristic algorithms applied in testing [18]. Next, various noise-injection heuristics
and their influence on error detection and ability to increase concurrency-related coverage [13, 16,
21] (absolutely and relatively, i.e. taking into account the longer test execution time caused by noise
injection) are studied. The obtained experiences with noise injection on different levels (namely,
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Java bytecode and C/C++ binaries) are summarized into suggestions that can make further applica-
tions of noise-based testing easier. Finally, an application of a meta-heuristic algorithm (namely, the
genetic algorithm) for an automatic selection of suitable combinations of values of the many param-
eters of tests and noise-injection techniques [18, 20] is presented. The recent works of the authors
unified in the paper are accompanied by a description of related works, and the paper can thus serve
as a survey of the field of noise-based testing of concurrent software too.

Moreover, in this paper, two new heuristics for noise injection are presented—in particular, a new
noise placement heuristic based on access patterns of shared variables and a new noise seeding
heuristic that blocks all threads but one. Both of these heuristics target common atomicity violation
scenarios, and the newly proposed noise seeding heuristic might also help in order violation sce-
narios. The newly proposed heuristics are compared with a selection of already existing heuristics,
which provided promising results in the previous experimental comparisons [13, 16]. The presented
set of eight Java benchmark programmes and four C benchmark programmes makes the comparison
the so-far largest comparison of noise-injection-based testing techniques. The comparison shows
that the different heuristics can indeed significantly improve the efficiency of testing. However, they
also show that there is no single best noise-injection technique among the many noise-injection
heuristics, requiring a careful selection of the noise-injection technique to be used in a given sce-
nario and/or a random mix of the heuristics to be applied (possibly aided by meta-heuristics as also
discussed later).

Plan of the paper. The rest of the paper is organized as follows. In the next section, the state of
the art of dynamic analysis and testing of concurrent programmes is presented. Concurrency cov-
erage metrics are discussed in Section 3. Section 4 contains an overview of noise placement and
noise seeding heuristics, a proposal of the new heuristics, a summary of previously published com-
parisons, and an evaluation of the newly proposed heuristics. Various technical aspects of noise
injection on binary and bytecode levels are also briefly discussed. Finally, a few suggestions for
noise-based testing are provided. Section 5 introduces the test and noise configuration problem and
shows how the genetic algorithm can be used to solve this problem. Finally, Section 6 concludes the
article, and several possible future directions in the area of noise-based testing are mentioned.

2. STATE OF THE ART

In this section, a broader overview of the existing techniques for testing of concurrent programmes is
presented. First, lightweight methods of stress testing and noise injection are discussed followed by
methods based on a deterministic scheduler, which fully controls the interleaving of actions executed
in different threads. Finally, dynamic analysis techniques are introduced and briefly discussed.

Many discussions on various forums suggest to sissss testing for discovering concurrency-
related errors by simply executing a large number of threads competing for shared resources. This
approach increases the possibility of spotting concurrency errors a little, and it can help to reveal
some concurrency errors—usually those which manifest quite often. This might make developers
obtain a false conviction that the program is tested enough [22].

Noise injection inserts delays into the execution of selected threads with the aim of possibly
causing new (legal) interleavings, which have so far not been witnessed and tested, to appear. This
approach allows one to test more interleavings of synchronization-sensitive actions in shorter time
because the system is not that much overloaded by other actions. Noise injection is also able to test
legal interleavings of actions, which are far away from each other in terms of execution time and
in terms of the number of concurrency-relevant events [7] between those actions) during average
executions provided that strong enough noise is injected into some of the threads. In a sense, the
approach is similar to running the program inside a model checker such as JPF [23] with a random
exploration algorithm enabled. However, model checkers such as JPF are often limited in the pro-
gramming constructs they natively support. Moreover, making purely random scheduling decisions
may be less efficient than using some of the noise heuristics that influence the scheduling at some
carefully selected places important from the point of view of synchronization only. The approach of
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noise injection is mature enough to be used for testing of real-life software, and it is supported by
industrial-strength tools, such as IBM Java Concurrency Testing Tool (ConTest) [7] or the Microsoft
Driver Verifier where the technique is called delay fuzzing [24]. Within IBM, ConTest allowed many
bugs to be discovered, and as far as we can say, it is still in industrial use.

Deterministic testing (cf. e.g. [8-10, 25]) has become quite popular recently. The technique uses
a deterministic control over the scheduling of threads. A deterministic scheduler is sometimes imple-
mented using intense noise injection, keeping all threads blocked except the one chosen for making
a progress. Often, other threads that do not execute synchronization-relevant instructions or that do
not access shared memory are also allowed to make progress concurrently.

The deterministic testing approach can be seen as execution-based model checking, which sys-
tematically tests as many thread interleaving scenarios as possible. Before execution of each
instruction, which is considered as relevant from the point of view of detecting concurrency-related
errors, the technique computes all possible scheduler decisions. The concrete set of instructions con-
sidered as concurrency-relevant depends on the particular implementation of the technique (often,
shared memory accesses and synchronization-relevant instructions are considered as concurrency
relevant). Each such decision point is considered a state in the state space of the system under test,
and each possible decision is considered an enabled transition at that state. The decisions that are
explored from each state are recorded in the form of a partially ordered happens-before graph [9],
totally ordered list of synchronization events [25], or simply in the form of a set of explored deci-
sions [8, 10]. During the next execution of the program, the recorded scheduling decisions can
be enforced again when doing a replay or changed when testing with the aim of enforcing a new
interleaving scenario.

As the number of possible scheduling decisions is high for complex programmes, several opti-
mizations and heuristics reducing the number of decisions to explore have been proposed. The
locality hypothesis [9] says that most concurrency-related errors can be exposed using a small num-
ber of preemptions. This hypothesis is exploited in the CHESS tool [9], which limits the number
of context switches taking place in the execution (iteratively increasing the bound on the allowed
number of context switches). Moreover, the tool also utilizes a partial-order reduction algorithm
blocking exploration of states equal to the already explored states (based on an equivalence defined
on happens-before graphs). The Maple tool [10] limits the number of context switches to two and
additionally gets use of thealue-independence hypothesis, which states that exposing a concur-
rency error does not depend on data values. Moreover, the Maple tool does not consider interleavings
where two related actions executed in different threads are too far away from each other. The dis-
tance of such actions is computed by counting actions in one of the threads, and the threshold is
referred to as aulnerability window [10].

However, despite a great impact of the aforementioned reductions, the number of thread interleav-
ings to be explored remains big for real-life programmes, and therefore, the approach provides great
benefit mainly in the area of unit testing [8—10]. The deterministic testing approach is not as expen-
sive as full model checking, but it is still quite costly because one needs to track which scheduling
scenarios of possibly very long runs have been witnessed and systematically force new ones. The
approach makes it easy to replay an execution where an error was detected, but it has problems with
handling various external sources of non-determinism (e.g. input events).

Deterministic testing offers several important benefits over noise injection. Its full control over the
scheduler allows deterministic testing to precisely navigate the execution of the program under test,
to explore different interleavings in each run, and to also replay interesting runs (if other sources of
non-determinism, such as input values, are handled). It allows the user to obtain information about
what fraction of (discovered) scheduling decisions has already been covered by the testing process.
However, the approach does also suffer from various problems. The approach has problems to deal
with external sources of non-determinism (user actions in GUI, client requests) as well as with
continuously running programmes where its ability to reuse already collected information is limited.

In all those problematic cases, noise injection can be successfully used. Moreover, the performance
degradation introduced by noise injection is significantly lower.
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Another way to improve traditional concurrency testing is to dgmamic analysis, which col-
lects various pieces of information along the executed path and tries to extrapolate the witnessed
behaviour in order to find errors that are in the program but did not necessarily occur during the exe-
cution. Many problem-specific dynamic analyses have been proposed for detecting special classes
of errors, such as data races [12, 26, 27], atomicity violations [28], or deadlocks [11, 29]. These
technigues may find more bugs in fewer executions than classical testing. Some of the techniques,
for example, [12], are even sound (i.e. do not miss an error) and precise (i.e. do not suffer from false
alarms) with respect to the observed execution path. However, most of the approaches are unsound
and typically produce many false alarms.

Efficiency of dynamic analysis can be increased when a different execution path is analysed
during each execution of the test. A combination of noise injection or deterministic testing and
dynamic analysis can thus lead to a synergy effect. However, monitoring of the program behaviour
by a dynamic analysis algorithm typically introduces further synchronization among threads and
represents a form of noise affecting thread scheduling, which may be important to take into account
when applying regular noise-injection heuristics.

Finally, there are tools and techniques that combine various approaches to test multi-threaded pro-
grammes. For instance, multiple techniques get use of information obtained by static and/or dynamic
analysis in navigating deterministic testing tools. An example of such a technique is the recently
publishedactive testing approach, targeting certain types of errors, such as data races [30], atom-
icity violations [31], and deadlocks [29]. The technique uses results of approximate static and/or
dynamic analyses to hint deterministic testing where a potential error can be found. The technique
works in two stages. During the fingtediction phase, a static or dynamic analysis is performed, and
warnings about specific concurrency errors are collected. In the seabdaktion phase, the test is
repeatedly executed with a deterministic scheduler. The scheduler behaves as a random scheduler
until some thread reaches an action discovered during the prediction phase. If such an action is spot-
ted, all threads that are about to execute this action are stopped. Whenever more threads are stopped,
the scheduler enforces all possible interleavings. A similar approach is described in the paper [32],
which combines dynamic analysis and bounded model checking. In particular, this approach uses
dynamic analysis to detect possible defects in a program and to partially record a behaviour withess-
ing such a defect. An attempt to reconstruct the partially recorded behaviour in a model checker is
then performed using its ability of state space exploration to navigate through the recorded points.
Subsequently, bounded model checking in the neighbourhood of the behaviour can be used to check
whether there is really an error in the system or not.

3. CONCURRENCY COVERAGE METRICS AND SATURATION-BASED TESTING

Coverage metrics play a crucial role in testing as they allow one to estimate how well a program has
been tested. Based on this information, one can then decide whether to stop the testing process (if
the program has been tested enough) or to add new test cases in hope to examine so far uncovered
behaviour of the program. In sequential programmes, repeating the same test case many times on the
same version makes no sense as if the test did not find a bug in the first execution, running it again
will not help. Of course, automated tests can be used every few days or weeks on different versions of
the sequential software, which is known as regression testing. In concurrent programmes, however,
the same tests may be executed multiple times because concurrency errors usually manifest with
low probability.

Coverage metrics successfully used for testing of sequential programmes (e.g. statement cover-
age or condition coverage) are not sufficient for testing of concurrent programmes as they do not
reflect concurrent behaviour. When proposing a concurrency coverage metric, one needs to capture
significant concurrency aspects of the computation by coverage tasks in a way that growing cover-
age will be related with the potential to reveal concurrency errors. At the same time, it is desirable
to neglect worthless facts introduced by a usually huge number of possible interleavings of threads
in order to keep the number of coverage tasks reasonable.
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3.1. General-purpose concurrency coverage metrics

In order to measure concurrency-related aspects of software execution, several approaches have
extended sequential coverage metrics by capturing interleavings of threads and/or synchronization
events [14, 15, 33-36]. Later, we present three of these metrics, namely, those that were used for
an experimental comparison with our new class of concurrency metrics inspired by dynamic detec-
tors of concurrency errors, that have been proposedilepdet al. [19], and that are discussed in

detail in Section 3.2. Compared with the previously proposed metrics, the new metrics are more spe-
cialized in tracking behaviour considered as important for finding specific classes of synchronization
errors by various dynamic analysers.

Coverage based on concurrently executing instructions (ConcurPairs). The coverage of concurrent

pairs of events [15] is a metric in which each coverage task is composed of a pair of program
locations that are assumed to be encountered consecutively in a run and a third itentr tieadris

false. It is falseiff the two locations are visited by the same thread aind otherwise—that istrue

means that there occurred a context switch between the two program locations. This metric provides
statement coverage information (using fakse flag) and interleaving information (using thie

flag) at once. A task of this metric is denoted as a tupleg, pl,, switch), wherepl,, pl, represent
consecutive program locations (only concurrency primitives and variable accesses are monitored),
andswitch € {true, false} indicates whether the context switch occurs in between of them.

Definition-use coverage (DUPairs). This coverage metric is based on thk-du-path coverage
metric for parallel programmes [35]. The metric considers coverage tasks in the form of triples

var,n',,n} ), wheren!, is theu™ node in threadl; where the value of program variabler is

defined while it is referenced wi" node in thread’;. A path in a parallel program flow graph cov-

ers such coverage task if the value of varialge is first defined by thread; and then the same

value is used iff’;. This can be only guaranteed if a synchronization among thiEaaisdT; takes

place between the variable definition and its use. The original approach considers a quite simple
model of parallel computation, for instance, it supppadst andwait system of synchronization and
pthread_create operation for creating new threads only, just the master thread is allowed to create
worker threads, and the number of created threads in a program need to be determined statically.
Under these limitations, it is possible to number the particular threads. When dealing with today’s
real-life applications, one cannot apply such restrictions. The original coverage metric was there-
fore slightly modified [37]. The modified metric is referenced to as DUPdater. The coverage

tasks of this metric has the form of tuplésr, pl,, pl,, #1, 2), meaning that value of variabiear

is defined at program locatigpi, in threads; and then used at program locatiphy in threadz,.

Instead of precise numbering of individual threads, the metric uses an abstract thread identification
that is explained later in this section.

Synchronization coverage (Sync). The synchronization coverage [14] focuses on the use of syn-
chronization primitives and does not directly consider thread interleavings. Coverage tasks of the
metric are defined based on various distinctive situations that can occur when using each specific
type of synchronization primitives. For instance, in the case of a synchronized block (defined using
the Java keywordynchr oni zed), the obtained tasks are as follovegnchronization visited, syn-
chronization blocking, and synchronization blocked. The synchronization visited task is basically

just a sequential control flow coverage task. The other two are reported when there is an actual
contention between synchronized blocks—when a thrgadaches a synchronized blogkand

stops because another thregads inside a blockB synchronized on the same lock. In this case,

A is reported as blocked, arél as blocking (both, in addition, as visited). Tasks of this metric are
denoted in this article as tuples of the fofph, mode), wherepl represents the program location of

a synchronization primitive antiode represents an element from the set of the distinctive situations
relevant for the given type of synchronization.
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3.2. Coverage metricsinspired by concurrency error detectors

We are now going to discuss a class of metrics [19] that are more specialized than the aforemen-
tioned metrics in that they concentrate on concurrency-related aspects of program behaviour tracked
by various dynamic concurrency error detection techniques, such as Eraser [27], GoldiLocks [12],
AVIO [28], or GoodLock [11]. The motivation for this approach comes from two observations:

(i) these detection techniques focus on those events occurring in runs of the analysed programmes
that appear relevant for detection of various concurrency-related errors. (ii) The techniques build
and maintain a representation of the context of such events that is important for detection of possible
bugs in the program. Hence, trying to measure how many of such events have been seen, and possi-
bly in how many different contexts, seems promising from the point of view of relating the growth

of a metric to an increasing likelihood of spotting an error.

A crucial step in the creation of a new coverage metric based on some error detection algorithm is
to choose suitable pieces of information available to or computed by the detection algorithm, which
are then used to construct the domain of the new coverage metric. There is a trade-off between preci-
sion of the metric and the associated computational complexity. One extreme is to build a coverage
metric directly on warnings about concurrency errors issued by the detection algorithm. In this case,
the detection algorithm needs to be implemented entirely. Another extreme is to build a coverage
metric counting just the events tracked by the detection algorithm and entirely avoid implementation
of the algorithm.

Precision of the constructed metrics can further be suitably adjusted by combining their cover-
age tasks with somabstract identification of the threads involved in generating the phenomena
reflected in the concerned tasks (extended versions of the metrics are dendtadtbig article).

The identification should, of course, not be based on the unique thread identifiers, but it should pre-
serve information on their type, the history of their creation, and so forth. A similar identification
can then also be used whenever the coverage tasks contain some dynamically instantiated objects
(e.g. locks). One possible concrete way how the needed identifiers may be obtained is discussed in
Section 3.3.

In the text later, thdava memory model [38] and the following notation are assumédis a set of
identifiers of instances of non-volatile variables that may be used in the tested program & end,

a set of identifiers of instances of volatile variables used in the progtama set of identifiers of
locks used in the progrart, is a set of identifiers of all threads that may be created by the program,
and P is a set of all program locations in the program (i.e. unique identifiers of instructions present
in the code or bytecode).

Coverage metricsbased on Eraser. The coverage metrics Eraser and Erasee based on the Eraser
algorithm [27]. For each thread, the algorithm computes a set of locks currently held by the thread,
and for each variable access, the algorithm uses these sets to derive the set of locks that were held by
each thread that had so far accessed the variable. These locksets are maintained accosiditeg to a
assigned to each variable, which represents how the variable has been operated so far (e.g. exclu-
sively within one thread, shared among threads, and for reading only). Basic coverage tasks have the
form of a tuple(pl, var, state, lockset), wherepl € P identifies the program location of an instruction
accessing a shared variabla € V, state € {virgin, exclusive, exclusive', shared, modified, race}

indicates the state in which the Eraser’s finite control automaton is in when the given location

is reached (the extended version of Eraser usingedohusive’ state [39] is considered), and
lockset C L denotes a set of locks currently guarding the varialale Eraset extends the basic

Eraser metric by identification of a threads T performing the access operation. Extended cov-
erage tasks thus have the form (pf, var, state, lockset, r). Accessing a variablear at a certain
program locatiorpl is a code coverage task, which is here enriched by the information whether the
variable has been already initialized (indicatedvirgin or exclusive state). Other possible values

of the state cannot be reached in single-threaded applications.
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Coverage metrics based on GoldiLocks. GoldiLocks [12] is an advanced lockset-based algorithm

that combines the use of locksets with computing the happens-before relation that says which events
areguaranteed to happen before other events. In GoldiLocks, locksets are allowed to contain not
only locks (L) but also volatile variable6O) and thread$T'). If a threadr appears in the lockset

of a variable when the variable is accessed, it meang tisgproperly synchronized for using the

given variable because all other accesses that might cause a data race are guaranteed to happen
before the current access. The algorithm uses a limited number of elements placed in the lockset to
represent an important part of the synchronization history preceding an access to a shared variable.
The basic GoldiLocks algorithm is still relatively expensive but can be optimized tshdinecircuit

(SC) checks, which are three cheap checks that are sufficient for deciding race freedom between
the two last accesses to a variable. The original algorithm is then used only when SC cannot prove
race freedom. The basic GoldiLock metric is based on coverage tasks having the form of tuples
(pl, var, goldiLockSet), wherepl € P gives the location of an instruction accessing a variable

var € V andgoldiLockSet € O U L U T represents the lockset computed by GoldiLocks. The

tuple can be extended by a thread= T, which accesses the variablar getting GoldiLocK

coverage tasks of the forpl, var, goldiLockSet, ¢). Program locatiompl at which the variablear

has been accessed represents a code coverage task. For single-threaded applications, one of the SC
checks discovers that data race cannot occur and the information about execution history captured
in goldiLockSet can thus only distinguish the first access to the variable from the others.

Coverage metrics based on Avio. The Avio algorithm [28] detects atomicity violation over one
variable and does not require any additional information from the user about instructions that should
be executed atomically. The algorithm considers any two consecutive acegssetu, from one

thread to a shared variablar to form an atomic blockB. Serializability is then defined based

on an analysis of what can happen wherns interleaved with some read or write accessrom

another thread to the variablar. Out of the eight total cases arising in this way, four (namely,

riwlr, wiw/r, wir/w, and r/iw/w) are considered to lead to an unserializable execution. Tracking of

all accesses that occur concurrently to a bldtlcan be very expensive. Therefore, a criterion

to consider only the last interleaving access to the concerned variable from a different thread is
defined. The basic Avio metric uses coverage tasks in the form of tqple®l,, pl5, var), where

the considered atomic blodk spans between program locatigeis € P andpl, € P, where the
variablevar € V is accessed by a threade T, while it interferes with the access from a different
threadr, € T,1, # t; at program locatiopl; € P. The extended metric Avioincorporates into
coverage tasks also information about the threads from which the accesses have been made resulting
in tuples of the form(pl, pl,, pl5, var, t1,2,). Single-threaded programmes cannot generate any
such coverage task because basic as well as extended version of Avio-based coverage metric requires
the variablevar to be accessed by two distinct threads.

Coverage metrics based on GoodLock. GoodLock is a popular deadlock detection algorithm that

has several implementations—the metric presented here builds on the implementation published by
Bensalem and Havelund [11]. The algorithm buildsgbearded lock graph, which is a labelled ori-

ented graph where nodes represent locks, and edges represent nested locking within which a thread
that already has some lock asks for another one. Labels over edges provide additional information
about the thread that creates the edge. The algorithm searches for cycles in the graph w.r.t. the edge
labels in order to detect deadlocks. The metrics focus on occurrence of nested locking that is consid-
ered interesting by GoodLock. Collection of the locksets of the threads that the original algorithm
uses as one element of the edge label is omitted because this information is used in the algorithm to
suppress certain false alarms only. The GoodLock metric is therefore based on coverage tasks in the
form of tuples(pl,, pl,, /1, 2), meaning that some threadt T has first obtained the lodk € L at

the locatiorpl,; € P and later requested the lotke L at the locatiorpl, € P. The extended met-

ric GoodLocK incorporates also identification of the threafibrming the tuple(pl,, pl,, /1, l2, ¢).

Locks are usually used for synchronization of accesses to shared resources among several threads;
however, also a single-threaded application can request for locks and thus generate GoodLock-based
coverage tasks.
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Coverage metrics based on happens-before pairs. These coverage metrics are motivated by obser-
vations obtained from the GoldiLocks algorithm and the vector-clock algorithms [26], and both
of them depend on computation of the happens-before relation. In order to get rid of the possibly
huge number of coverage tasks produced by the vector-clock algorithms and trying to decrease the
computational complexity needed when the full GoldiLocks algorithm is used, the metrics focus on
pieces of information the algorithms use for creating their representations of the analysed program
behaviours. All of these algorithms rely on synchronization events observed along the execution
path. Inspired by this, the metrics capture successful synchronization events based on locks, volatile
variables, wait-notify operations, and thread start and join operations used in Java. A basic coverage
task is defined as a tupigl, pl,, syncObj), wherepl, € P is a program location in a threade T

that was synchronized with the locatiph € P of the thread, € T, t, # t; using the synchroniza-

tion objectsyncObj. The extended metric HBPdiincorporates identification of the synchronized
threads forming the task as a tugf#, , pl,, syncObj, #1, #2). In the same way as for the Avio-based
metrics, no single-threaded application can generate any HBPair or HRPagrage task because

it captures a synchronization between two distinct threads only.

3.3. Abstract object and thread identification

Some coverage metrics described in the previous paragraphs are based on tasks that include iden-
tification of threads, instances of variables, and locks. The Java virtual machine (JVM) generates
identifiers of objects and threads dynamically. Such identifiers are, however, not suitable for the met-
rics because (i) in long runs, too many of them may be generated; and (ii) matching of semantically
equivalent tasks generated in different runs is necessary (may be not precise much, but at least with
reasonable precision). The identifiers generated by JVM for the same threads (from the semantical
point of view) in different runs will quite likely be different.

Previous works (such as [40]) used Java types to identify threads. Here, type-based identification
of elements is considered as too rough. The goal is to create identifiers that distinguish behaviour
of objects and threads within the program more accurately but still keep a reasonable level of
abstraction so the set of such abstract identifiers remains of a moderate size.

The abstracbbject identification that is considered is based on the observation that, usually,
objects created in the same place in the program are used in a similar way. For instance, there are
usually many instances of the claSsr i ng in an average Java program, but all strings that are
created within invocations of the same method will probably be manipulated similarly. Therefore,
an object identifier is defined as a tugtgpe, loc), wheretype refers to the type of the object and
loc refers to the top of the stack (excluding calls to constructors) when the object is created. The
record at top of the stack contains a method, source file, and line of code.

The abstradhread identification is based on an observation that the type and place of creation are
not sufficient to build a thread identifier. Several threads created at the same program location (e.g. in
a loop) can subsequently process different data and therefore behave differently. More information
concerning the thread execution trace is needed in order to better capture the behaviour of threads.
Therefore, identifiers in the form of tuplés/pe, hash) are used. Théype denotes the type of the
object implementing the thread, ahash contains a hash value computed over a sequenedist
method identifiers that the thread executed after its creation (if the thread terminates sooner, then all
methods it executed are taken into account). The valueinfluences precision of the abstraction.

Of course, when a pool of threads (a set of threads started once and used for several tasks) is used,
the computation of the hash value must be restarted immediately after picking a thread up from
the pool.

3.4. Saturation-based testing

As already mentioned earlier, different executions of a test case usually follow several thread sched-
ules, and therefore, it makes sense to repeat the same test case many times. Unfortunately, it is often
very hard or even impossible to precisely enumerate all the coverage tasks imposed by a concurrency
metric. Many of the potential concurrency coverage tasks may be infeasible, and thus, reaching a
reasonably high coverage during testing may not be possible. This problem can be addressed by
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saturation-based testing [40], which monitors the growth of the coverage, and when the coverage
stops growing for some time, the testing can be stopped. Furthasarich-based testing [41], a fit-

ness function driving an optimization algorithm used to control the testing process can be based on
the values of a coverage metric.

For metrics used in saturation-based or search-based testing, one can identify several specific
properties that they should exhibit. First, within the testing process, the obtained coverage should as
often as possible grow for a while and then stabilize. Hence, it should not immediately jump to some
value and stabilize on it. On the other hand, it should not take too much time for the coverage to
stabilize. Also, to enable a reliable detection of stabilization, the coverage should grow as smoothly
as possible, that is, without growing through a series of distinctive shoulders. Next, in the case of
examining an erroneous program by the test that can reveal the bug, the stabilization should ideally
not happen before the error is really detected. The evaluation of suitability of existing as well as
newly proposed concurrency metrics with respect to these properties [19] is summarized later. In
the following, a brief description of the experiments highlighting main outcomes is presented.

3.4.1. Experimental setup. For experimental evaluation of concurrency metrics, the platform called
SearchBestie [20] was used to set up and execute tests with the IBM ConTest. The ConTest tool
provides a facility for bytecode instrumentation and a listeners infrastructure allowing one to create
plug-ins[37] for collecting various pieces of information about the multi-threaded Java programmes
being executed as well as to easily implement various algorithms for dynamic analyses. The tool
is itself able to collect structural coverage metrics (basic blocks, methods) and some concurrency-
related metrics (ConcurPairs, Sync) too. ConTest further provides a noise-injection facility that
injects the noise into the execution of a tested application. Our experiments have been performed on
five concurrent programmes described later.

TheDining philosopherstest case is an implementation of the well-known synchronization prob-
lem of dining philosophers. The program generates a set of six philosophers (each represented by
a thread) and the same number of shared objects representing forks. A deadlock can occur when
executing the test case.

TheAirlines test case is a simple artificial program consisting of eight classes and simulating an
air ticket reservation system. It generates a database of air tickets and then allows two dealers (each
represented by a separate thread) to sell tickets to four sets of 10 customers (each set is represented
by a separate thread). Finally, a check whether the number of customers with tickets is equal to the
number of sold tickets is carried out. The program contains a high-level atomicity violation whose
occurrence makes the final check fail.

Crawler is a skeleton of a part of an older version of a major IBM production software. The
crawler creates a set of threads waiting for a connection. If a connection is established, a worker
thread serves it. A bug present in the program can cause a deadlock when the crawler shuts down;
however, it is seen very rarely (six times per 10000 runs). The Crawler test case consists of 19
classes.

Another real-life application among our case studies is an early development version of an open-
sourceFtpServer produced by Apache. The version of the server used here contains 120 classes.
The server creates a new worker thread for each new incoming connection to serve it. The code
contains several data races that can cause exceptions during the shutdown process when there is still
an active connection. The probability of spotting an error when noise injection is enabled is quite
high in this example because there are multiple places in the test where an exception can be thrown.

Our biggest case study with 1399 classesTliBOrbJ—a CORBA-compliant ORB (Object
Request Broker) product that is a part of the MORFEO Community Middleware Platform [42]. The
test used checks how the infrastructure handles multiple concurrent simple requests. The partic-
ular test of TIDOrbJ we consider starts an instrumented server and then 10 clients, each sending
five requests to the server. There was originally no error in this test; however, a high-level atom-
icity violation that leads to a null pointer exception has been injected there by commenting one
synchr oni zed statement in the code.
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Ten thousand executions of the small programmes and 4000 executions of TIDOrbJ were per-
formed. In order to see as many different legal interleaving scenarios as possible, the ConTest
tool was set to randomly inject noise into the executions. ConTest plug-ins to collect coverage
information were implemented and SearchBestie was set up to detect occurrences of errors.

3.4.2. Results of experiments. The results of the experiments [19] are shown in Figure 1. All four
sub-figures show the cumulative number of coverage tasks of the metrics covered during one ran-
domly chosen series of the Crawler test case executions. The metrics marked with an asterisk are
extended by the abstract thread identification (with varialdet to 20).

Figure 1(a) shows the behaviour of the metrics that do not capture the concurrent behaviour accu-
rately enough. One coverage metric for non-concurrent code measuring the nurbasc bfocks
covered during tests is added to demonstrate the difference between classical and concurrency-
related coverage metrics. The coverage obtained under the metric based on basic blocks is nearly
constant all the time because the same code was executed with the same inputs. For the rest of
the metrics shown in Figure 1(a), the cumulative number of tasks covered during test executions
increases only within approximately the 200 first executions (zoomed-in image in Figure 1(b)),
and then a saturation is reached. The depicted curves demonstrate one further disadvantage of the
concerned metrics—a presence of distinctive shoulders. A repeated execution of the test case does
examine different concurrent behaviours (which is indicated by the later-discussed metrics), but the
metrics concerned in the figure are not able to distinguish differences in these behaviours, and there-
fore, clear shoulders (i.e. sequences of constant values) can be seen in the curves. The presence of
such shoulders makes automatic saturation detection harder.

Figure 1(c) demonstrates a positive effect of considering an extended context of the tracked events
as mentioned in Section 3.3. The metrics concerned in this sub-figure (i.&, Bvaset, DUPairg,
HBPair*, GoodLocK, and GoldiLock) are able to distinguish differences in the behaviour of the
executed tests more accurately, leading to shorter shoulders, bigger differences in the cumulated
values, and a later occurrence of the saturation effect—indicating that the concerned metrics behave
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Figure 1. Cumulative values of coverage metrics on the Crawler test case (the horizontal axis gives the
number of executions, and the vertical axis gives the cumulative number of covered tasks).
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in a way much better for saturation-based testing. A very positive behaviour has the GoldiLock
metric, which does not suffer from shoulders while it reaches saturation near the saturation points of
the other metrics. Figure 1(d) shows problems of metrics that are too accurate, namely, ConcurPairs
and GoldiLocK. These metrics work fine for small test cases, but when used on a bigger test case,
they tend to saturate late and produce enormous numbers of covered tasks.

To summarize the results, the most favourable behaviour for saturation-based testing shows
the GoldiLock metric. Very good behaviour have also Avi&raset, DUPairg, HBPair*, and
GoodLocK metrics. The GoodLockmetric can provide information that cannot be directly inferred
from any other examined metric. On the other hand, if nested locking does not occur in the tested
program, the GoodLodkmetric provides no information. The metrics Avio, GoodLock, HBPair,
Eraser, and Sync do not capture the concurrent behaviour accurately enough, while ConcurPairs and
GoodLocK metrics are too accurate (they work fine for small test cases, but when used on a bigger
test case, they tend to saturate late and produce enormous numbers of covered tasks).

4. NOISE-INJECTION TECHNIQUES

As already mentioned in Section 1, the effectiveness of noise-injection-based testing techniques
depends on a satisfactory solution to thase placement and noise seeding problems. The noise
placement problem addresses the question where, that is, at which program locations, and when,
that is, at which executions of these locations, to cause a noise. The noise seeding problem then
determines how to cause the noise, that is, which type of noise generating mechanism should be
used, and how long it should last. The problems are, of course, not independent, and so, a suitable
combination of noise placement and noise seeding heuristics (and of suitable values of their many
parameters) is to be sought in practice.

In this section, an overview and comparison of various existing approaches to solving the noise
placement and noise seeding problems is presented, including a few newly proposed heuristics for
solving these problems. Moreover, a discussion of differences in applying noise-based testing for
C/C++ and Java programmes is provided. This discussion provides several hints on how to use
noise-based testing as well.

This section is organized as follows. In Sections 4.1 and 4.2, existing noise placement and
noise seeding heuristics are described. Additionally, several new heuristics are introduced. Then,
in Section 4.3, a selection of results of previously published comparisons [13, 16, 21] of the older
noise-injection heuristics is presented. Based on the results, the most promising heuristics and their
parameters are pinpointed. Then, a new comparison of the old and newly proposed noise-injection
heuristics on a set of C and Java benchmarks of various size is provided. The used set of bench-
marks is the so-far biggest set of benchmarks used for evaluating noise-injection-based testing.
The mentioned selection of the most promising heuristics that we have been carried out allowed
us to test the selected promising noise configurations much more thoroughly (which would not be
possible with all of the possible noise configurations due to the high time requirements of the experi-
ments). The obtained results are discussed separately for C/C++ (Section 4.4) and Java (Section 4.5)
because of the different noise-injection infrastructures used for testing programmes written in these
languages—in patrticular, for C/C++ code, instrumentation on the binary level was used, whereas
for Java, instrumentation on the bytecode level was used. An insight into the differences of the con-
sidered noise-based testing of C/C++ programmes on the binary level and of Java programmes on
the bytecode level is presented in Section 4.6. Despite the differences, a discussion of commonali-
ties and dissimilarities of the obtained results is provided in Section 4.7. Finally, some hints on how
to effectively use noise-based testing are presented in Section 4.8.

4.1. Noise placement heuristics

Noise placement heuristics determine where, that is, at which program locations, and when, that is,
at which executions of these locations, should a noise be injected. In this section, an overview of

existing noise placement heuristics is provided first and then several novel heuristics addressing the
problem of where to put a noise are introduced.
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It is discussed in several papers [43—45] that putting a noise at every possible program location
(ploc [43]) is inefficient. This approach significantly increases the incurred overhead, and it does
not help much in increasing chances to find bugs because only a few relevant context switches are
critical for a concurrency error to manifest. Also, it turns out that putting a noise at a certain program
location can help to spot the concurrency error, but it can also mask it completely.

The IBM ConTest tool [7] allows one to inject a noise only before and/or after concurrency-related
events (namely, accesses to class member variables, static variables, and arrays stored in the JVM
heap, callsofvai t () ,i nterrupt (),notify(),nonitorenter,andnonitorexit rou-
tines). As the tool has no information on which member fields and arrays are really shared (i.e.
accessed by multiple threads), all instructions operating with the heap are considered. Moreover,
motivated by a coding anti-pattern in which developers use callsaott () instead of proper
synchronization, ConTest is able to intercept calls toshet () andsl eep() routines too.

The rstest tool [45] considers as possibly interesting only those locations that appear before
concurrency-related events. Moreover, rstest uses a simple escape analysis and a lockset-based algo-
rithm to identify theunprotected accessesto shared variables. An unprotected access reads or writes
a variable that is visible to multiple threads without holding an appropriate lock. This optimization
reduces the number of program locations where the noise can be put but suppresses the ability to
detect some concurrency errors, for example, high-level data races or deadlocks where all accesses
to problematic variables are correctly guarded by a lock.

Moreover, the number of accesses to shared memory and calls of synchronization elements is still
high in multi-threaded programmes. Therefore, several heuristics for determining more concretely
where and when to put a noise were proposed [14, 43, 45, 46].

The simplest heuristic is based on a random number generator [43, 45kafdsn heuristic
puts a noise before an executed program location with a given probability, where the probabil-
ity is the same for all program locations considered. Most other heuristics extend this heuristic in
a way that they reduce the number of possible program locations before which the noise might
be injected. When considering all possible program locations in a program, this heuristic is called
random-all later to distinguish it from the other heuristics that can be seen as modifications of the
random heuristic.

It was shown [46] that restricting the number of program locations only to those accessing shared
variables or a specific shared variable when applyingahdom-all heuristic increases the proba-
bility of spotting an error. These two modifications of ttemdom-all heuristic are denoted here as
sharedVar-all andsharedVar-one, respectively. When thaharedVar-one heuristic is used, the shared
variable is usually chosen randomly from a list of known shared variables.

Several heuristics based on concurrency coverage models have been published. Coverage-directed
generation of interleavings [43] considers two coverage models. The first model determines whether
the execution of each method was interrupted by a context switch. The second model determines
whether a method execution was interrupted by any other method. The level of methods used here
can be in most of the cases too coarse. In [14], a coverage model considers, for each synchronization
primitive, various distinctive situations that can occur when the primitive is executed (e.g. in the case
of a synchronized block defined using the Java keyvegmdc hr oni zed, the tasks are as follows:
synchronization visited, synchronization blocking some other thread, arsgnchronization blocked
by some other thread). The approach then injects a noise at corresponding synchronization primitive
program locations to increase the coverage. None of these two heuristics focus on accesses to shared
variables that can limit their ability to discover some concurrency errors, for example, data races.

A coverage-based noise placement heuristic [13] (referred ¢ow@sage in this article) targets
both accesses to shared variables and the use of synchronization primitives, and so it can be used
to discover lock-based deadlocks as well as data-related concurrency errors, such as data races and
atomicity violations. The heuristic considers only program locations that appear before concurrency-
related events as suitable for noise injection. The technique detects subsequent accesses to shared
variables and monitors whether these accesses originated in different threads. Such couples of sub-
sequent accesses are considered as interesting to be influenced by noise. The noise in particular tries

Copyright © 2014 John Wiley & Sons, Ltd. Softw. Test. Verif. Reliab. 2015;25:272-309
DOI: 10.1002/stvr

85UB01 SUOWIWOD) SAIER1D 3]qed![ddde 8Ly Aq pauenob 81e Sajo1e WO ‘SN JO SaINI 10} AR 1T 8U1UO 481 LD (SUO1IPUOD-pUe-SWLR)WO0 /B 1M Ase.q1feul|UO//:SdhY) SUORIPUOD PUe SWB L 83 88S *[£202/€0/¢T] U0 ArigIT8uluO ABIIM 'WYSINN OFVINY OLNVS 3a 3AVAISEIAINN AQ 9pST IAIS/Z00T OT/10PAL0O" A3 |1n ARe1q Ul UO//SANY WO} popeojumoq ‘€ ‘STOZ ‘689T660T



ADVANCES IN NOISE-BASED TESTING OF CONCURRENT SOFTWARE 285

to test the opposite orderings of recorded events in each couple. Therefore, a noise is put before the
first access recorded in a couple with a hope that the access that was recorded as the subsequent
occurs earlier. If both accesses are guarded by the same lock, the described approach would inject a
noise into a shared critical section, which would not change the ordering of the recorded events. In
such a case, the heuristic injects the noise before the appropriate locking operation where the com-
mon lock was obtained. Additionally, this heuristic monitors the frequency of a program location
execution during a test and puts a noise at the given program location with a probability biased w.r.t.
this frequency—the more often a program location is executed, the lower the probability is used.
Next, a noise placement heuristic calkedd/write heuristic [16] uses different noise settings for
the shared variable read accesses and write accesses. The settings might differ in the frequency that
controls how often a noise is generated before a particular class of accesses or in the chosen noise
seeding heuristic. The heuristic is motivated by the common data race scenarios where there are two

unsynchronized accesses to a shared variable and at least one of these accesses is a write access. So,

when a memory access is encountered, the best thing one can do is to search the other threads for
the second (conflicting) access. In order to lower the noise injected to the other threads, the fact that
one of the accesses causing a data race is typically a write access while the other is a read access
is exploited. Based on this observation, a stronger noise before one type of memory accesses and
a weaker noise before the other are injected.

A new noise placement heuristic. As theread/write noise placement heuristic proved to be very use-

ful when detecting data races, a new noise placement heuristic cglétdan heuristic is proposed

here. The heuristic injects a noise before accesses to variables that were already accessed before
within the same method or function. The motivation here is to create a noise placement heuristic
that would help in discovering atomicity violation scenarios. An atomicity violation occurs when

two accesses to a shared variable, which should be performed atomically, are interleaved by another
access to this variable. The idea is to inject a noise before the second (or any further) access to
a shared variable from the same thread within a logical unit (a program method in this case) so
other threads have more time to access this variable in between the accesses, causing an atomic-
ity violation. It makes sense to inject such noise even inside a block intended by the programmer
to be executed atomically (e.g. a block defined bydkiachr oni zed keyword in Java) and test
whether the synchronization is implemented correctly.

4.2. Noise seeding heuristics

Noise seeding heuristics determine how to cause a noise, that is, which type of noise generating
mechanism should be used, and how long should it last, that is, how strong the noise should be. In
this section, an overview of existing noise seeding heuristics is provided, and then a new heuristic
addressing the problem how to cause a noise is proposed.

As the primary purpose of injecting a noise is to disturb the usual scheduling of threads, the noise
generating mechanism should influence the scheduler in some way. There exist several ways how
a scheduler decision can be affected in Java [43].pFhaity heuristic changes priorities of threads,
which allows chosen threads to make progress more often than threads with the lower priority. The
yield heuristic injects one or more calls of tgé el d() method, which causes a context switch.

The deep heuristic injects one call &l eep() , and thewait heuristic injects a call ofvai t () .

Thesl eep() andwai t () methods take a timeout for which to block a thread as their parameter.
In case of thevait heuristic, the concerned thread must first obtain a special shared monitor, then call
wai t () with a timeout on it, and finally, release the monitor. Using the monitor makes the current
thread flush all local data to shared memory and make them visible for other threads. Likewise, the
synchYield heuristic combines thgeld heuristic with obtaining a monitor. ThausyWait heuristic

does not obtain a monitor but instead loops for some time.

ThehaltOneThread heuristic [14] occasionally stops one thread until all remaining threads cannot
make any further progress. Finally, thmeoutTamper heuristic randomly reduces the timeout used
when calling thesl eep() andwai t () methods in the tested program. This allows one to test
that the delay inserted by these methods is not used instead of proper synchronization.
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All the noise seeding heuristics mentioned earlier are parameterized blyahgth of noise. In
case of theslegp, wait, andbusyWait heuristics, the strength gives the time to wait or loop. In the
case of thgield heuristic, the strength says how many timesythel d() routine should be called.
Finally, in the case of theriority heuristic, the strength determines how much the thread priority
changes.

Thebarrier scheduling heuristic [46] based on semaphores is presented. Each shared variable is
assigned a specific semaphore in such a way that a thread is made to wait just before the particular
shared variable is accessed. When more than one thread is waiting at the same monitor (and thus
for access to the same variable), thet i f yAl | () method is used to simultaneously advance
the waiting threads in hope to spot a data race. To prevent deadlocks, the waiting of threads on the
injected semaphores is timed.

All the aforementioned works discuss noise seeding heuristics for Java. The first results obtained
by implementations of the selected noise seeding heuristics, in particulayjetdeand sdeep
heuristics, in C [16] have been recently presented as well.

A new noise seeding heuristic. Some kinds of concurrency errors manifest in situations where

a thread executes an action earlier that it should, for example, sends a notification before someone
starts waiting, accesses a variable before it is initialized, and so forth. A new noise seeding heuris-
tic called ainverseNoise heuristic proposed here does the opposite ohddgOneThread heuristic.

That is, it stops all but one thread and allows this one thread to get as far as possible in its execution.
This increases chances that the thread will trigger an action that it should perform only after some
of the blocked threads do something, for example, start waiting, initialize a variable, and so forth.
Moreover, the other threads are stopped at the nearest instrumentation point, which is suitable for
noise injection. Therefore, the current thread has the opportunity to execute instructions, which trig-
ger an atomicity violation if some of the blocked threads are blocked within an improperly guarded
atomic section.

4.3. Results of previously performed comparisons

In this section, the most important aspects of previously published comparisons of noise-injection
heuristics [13, 16, 21] are highlighted. These results were used to set up an environment for the
comparisons presented in this article. In particular, the results lead to a choice among the many
possible configurations of noise placement and noise seeding heuristics—those which provide good
results in the comparisons presented in this section.

An extensive and systematic comparison of results of various existing noise placement and noise
seeding heuristics including the coverage-based noise placement heuristics and the related noise
seeding heuristics introduced earlier for Java has been published in [21]. The heuristics were com-
pared according to their efficiency to improve detection of concurrency errors, to improve the
concurrency-related coverage metrics HBPaind Avid® in the considered test cases, and to affect
the execution time of the considered test cases. The HBRaid Avic" metrics described in
Section 3.2 have been chosen owing to their very good ratio of providing satisfactory results from
the point of view of suitability for saturation-based or search-based testing and a relatively low over-
head of measuring the achieved coverage (and hence their suitability for performing many tests with
an acceptable interference with the tested programmes). The SearchBestie platform [20] was used to
set up and execute the needed tests with IBM ConTest [7]. The heuristics were evaluated on a set of
four test cases (namely, Airlines, Crawler, FTPServer, and TIDOorbJ test cases), which have been
already described in Section 3.4.1.

First, there was a comparison made of several noise seeding heuristics denoted as basic later
(namely, theyield, synchYield, wait, busyWait, andsleep) and the IBM ConTeghixed noise seeding
heuristic, which randomly chooses one of the basic noise seeding heuristics at each call of the noise-
injection routine. Then, the improvement that can be achieved by combining basic noise seeding
heuristics with thénaltOneThread andtimeout Tampering heuristics was studied. All heuristics were
used with theandom-all noise placement heuristic enabled.
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The results indicate that there is no optimal configuration, that is, for each test case and each test-
ing goal (improvement of coverage, error manifestation, or overhead minimization), one needs to
choose different noise seeding heuristic [21]. Moreover, in some cases, the noise-injection heuris-
tics improved the obtained results considerably, while in some other cases, the noise seeding
configurations used with theandom-all noise placement heuristic actually provided considerably
worse—demonstrating the ability of noise-injection techniques to mask concurrency errors [47].
The timeoutTamper heuristic provided a considerable improvement for ¢hewler test case. As
already said, this test case is a skeleton of an IBM software product. When developers extracted
the skeleton, they modelled its environment using timed routines.tife@utTamper heuristic
influences these timeouts in a way leading to a significantly better results.

Next, a comparison of different noise placement heuristics has been published by Letko [21] as
well. Mainly, the random-all, sharedVar, and coverage heuristics were considered. Additionally,

a heuristic that randomly sets up noise settings before each test execution was considered in the
comparison too. The noise placement heuristics were again compared according to the ability to
detect concurrency errors and to provide a high coverage. Then, a comparison of the heuristics
using relative results was provided as well. In this comparison, the total number of covered tasks
or detected errors was divided by the execution time (in seconds) the heuristics needed to achieve
the results.

Again, none of the heuristics achieved best results in the comparisons for all the considered test
cases. Overall good results were obtained by different versions ahéinedVar heuristic, which
focuses noise to shared variables only. There was no winner among the two versions of the heuris-
tic: sharedvar-all, which targets all accesses to shared variablesdaarédVar-one, which targets
accesses to a single randomly chosen shared variable in each test execution. The heuristic using
random settings for each test execution achieved, on average, good results too. This was because
accumulated results from multiple runs (namely, 20 and 50 times) were used for the comparison—
some of the randomly chosen settings therefore provided very good results regardless of the test
case, which turned in the overall results. Togerage heuristic achieved good results in some cases
as well.

Finally, the best relative improvement achieved by noise-based testing in the considered test cases
was presented by Letko [21]. Table | shows the results obtained when evaluating the best relative
improvement (denoted dmpr.) in the experiments for the considered metrics and test cases. The
improvement is computed as a relative improvement compared with the configuration without noise
injection (note that collection of coverage information and the instrumentation itself already intro-
duce a certain amount of noise). The next three columns (denoteBress Seeding heur., and
Placement heur.) present the noise frequency, noise seeding heuristic, and noise placement heuris-
tic used. Combinations of the basic noise seeding heuristics wittirtieeutTampering heuristic
(denoted a#t) andhaltOneThread heuristic (denoted d%) were also allowed and evaluated.

The improvement of the error manifestation ratio (denoteétrasr) in the TIDOorbJ test case
is not present because the version of the test case we used contains no ergersyiingol in the

Table I. The best relative improvement achieved by noise heuristics.

Test Metric Impr. nFreq. Seeding heur. Placement heur.
Airlines Error 5.93 150  vyield +1tt sharedVar-one
Avio* 1.99 - — no noise
HBPair*  1.90 —_ - no noise
Crawler Error * — busyWait coverage
Avio* 8.20 50 mixed + tt + ht sharedVar-all
HBPair*  3.55 200  mixed + tt + ht sharedVar-all
FTPServer Error 1.09 50  sleep sharedVar-one
Avio* 1.26 50  wait+tt+ht sharedVar-all
HBPair*  1.55 150 busyWait + ht sharedVar-all

TIDOrbJ Error —
Avio* 1.12 200  busyWait+tt+ht sharedVar-one
HBPair*  1.23 200 busyWait + tt + ht  sharedVar-one
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error manifestation ratio of the Crawler test case means that the improvement cannot be computed
because in the experiments, the error does not manifest when the noise was disabled. The best value,
which was achieved by theoverage heuristic, reached 2% of error manifestation in this test case

(on average one error manifestation per 50 executions).

In some cases (e.g. in the Airlines test case), the improvement of the error detection is high,
reaching several hundred percent. The lowest improvement was achieved in the FTPServer test case.
This is mainly because the error manifestation ratio is quite high even without the noise injection
and by the fact that any performance degradation in effect makes the code containing the error
execute less often. Overall, the table presents the positive effect of relatively cheap and easy-to-use
noise-injection technique in the process of testing concurrent programmes. Again, one cannot claim
a clear winner among the noise placement and noise seeding heuristics. Howegbaré¢igar
noise placement heuristic achieved very good overall results in this evaluation.

Next, a comparison of theead/write noise placement heuristic with thrandom-all heuristic
on a set of 14 C programmes implementing a simple ticket algorithm using the pthreads library
is presented [16]. These programmes were created by students of an advanced operating systems
course, and all contain data races. They are referred as testtdabds t 14. The ANaConDA
framework [17] was used to perform the tests. The framework uses the Intel PIN framework [48] for
dynamic binary instrumentation to insert the code implementing the noise-injection heuristics into
a C/C++ program binary. As the framework cannot provide concurrent coverage information yet, an
evaluation of the successfully detected data races in each test run was performed. For the detection
of data races, a C++ implementation of the AtomRace dynamic detector [49] was used.

Results obtained for some selected noise-injection configurations and test cases are shown in
Tables Il and Ill. Each configuration is defined by a noise placement and noise seeding heuristics
together with the values of frequency and strength used (denofld@snent heur., Seeding heur.,

Freg., andSrrength, respectively). If theread/write noise placement heuristic is used, theeding
heur. andStrength columns then contain three values. These are the values used for the synchroniza-
tion operations, read accesses and write accesses, respectively. In casgeaditigeheur. column,

Table Il. Success ratio of the AtomRace detector for various configurations of the noise injection
(the values represent the percentage of runs, out of 500, in which a data race was found).

Noise-injection configuration Test case

ConfID  Placement heur. Seeding heur. Freq. Strength t05 t06 to7

Instrumented, no sleep or yield noise 0.0 1.0 1.6
1 random-all sleep 500 10 12 536 694
2 random-all sleep 500 0-10 06 31.0 790
3 read/write sleep/sleep/sleep 500 10/5/2043.0 926  96.2
4 read/write yieldlyield/sleep 500 10/10/10 51.0 95.0 99.6

Superior values (of successful data race detection ratio) are emphasised by bold.

Table Ill. Success ratio of the AtomRace detector for various configurations of the
noise injection (the values represent the percentage of runs, out of 500, in which
a data race was found).

Noise-injection configuration Test case

ConfID  Placement heur. Seeding heur. Freq. Strength t04 t05

Instrumented, no sleep or yield noise 1.2 0.0

read/write sleep/sleeplyield 100  10/10/10 7.82.4
read/write sleeplyield/sleep 100 10/10/1®6.8 9.6
read/write yield/sleep/yield 100  10/10/10 6.264.4
read/write yield/yield/sleep 100  10/10/10944 7.2

0 ~NO O

Superior values (of successful data race detection ratio) are emphasised by bold.
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the values represent the noise seeding heuristic used, and in case&Sétigth column, the value
of strength used. If the value of strength is an interval, the particular value was taken randomly from
the interval each time the noise was injected.

Theread/write noise placement heuristic allows to use different noise seeding heuristics and their
parameters for different types of memory accesses. Of course, there are many possibilities on how to
combine them, so the two most promising combinations were focused. First, the same noise seeding
heuristics have been used but parametrized them with different values of strength, that is, a bigger
strength for one type of memory accesses and a considerably lower one for the second one were
applied. The goal was to lower the amount of noise injected to the threads that are intended to be
searched through when detecting data races. As the results in Table Il show, such configurations
(Configuration no. 3) achieved better results than the configurations usingnidiam-all heuristic
(Configuration nos. 1 and 2).

Configurations that use different noise seeding heuristics for different memory accesses were also
used. More precisely, thaeep heuristic for one type of memory accesses andyibkl heuristic
for the second one were studied. Their values of strength were left the same. The goal was not only
to lower the amount of noise injected to the threads to be searched through but also to allow the
threads to perform as many memory accesses as possible. While the sleep noise is blocking the
thread performing the first access, the yield noise is forcing the program to quickly switch threads so
the threads will be running more often and hence perform more memory accesses. As the results in
Table 1l show, such configurations (Configuration no. 4) achieved even better results than the ones
combining different values of strength (Configuration no. 3).

The tests also proved that it is important to choose the right type of memory accesses before
which the stronger noise is injected. When there are only a few unprotected write accesses that
might cause a data race, the stronger noise should be put before these accesses. This is because it
is far more probable that one will encounter the more common read accesses in the other threads,
which are being searched than the rare write accesses. If the situation is opposite, the stronger noise
should be put before the read accesses. Table Il shows the difference in results for two programmes,
which mainly differ in how a data race might manifest. As tH# test case contains only a few
unprotected write accesses, which might cause a data race and many unprotected read accesses,
the configurations injecting a stronger noise before the write accesses (Configuration nos. 6 and
8) give far superior results than configurations injecting a stronger noise before the read accesses
(Configuration nos. 5 and 7). In case of th@5 test case, which contains only a few unprotected
read accesses and many unprotected write accesses, the results are completely opposite.

4.4, A comparison of noise-injection techniquesin C/C++

New experiments that were performed with C programmes and noise-injection heuristics selected
according to the experience from older experiments described in the previous section are presented
here (new experiments with Java programmes will be described in the following section). First,

a description of the testing environment and experiment settings, which are used to compare selected
noise-injection heuristics, including the newly proposed heuristics, is given. Then, the obtained
results of these heuristics on four C programmes are provided.

4.4.1. Testing environment. The framework ANaConDA [17] already mentioned in Section 4.3 was
used to perform the tests. For each execution of a test, the framework collects information about test
duration and about the fact whether an error is manifested. In contrast to the previous comparisons
where each noise configuration was given an equal number of test executions, in this comparison,
each considered configuration of noise heuristics was given 20 min of real time to test the program,
and average results were computed. Therefore, the configurations with higher impact on the per-
formance were provided with lower number of executions of the test. This allows to demonstrate
efficiency of the heuristics in practical testing scenarios where the time and other resources for
testing are usually limited.

As there are many possible combinations of various noise placement and noise seeding heuris-
tics and as each of these heuristics might be parametrized in many different ways, there exist
a large number of configurations that might be used. In order to keep the number of considered
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configurations on a reasonable level, the focus is devoted to heuristics and their parameters, which
provided good results in the previous comparisons and also on the new heuristics introduced in the
previous sections.

In case of the noise placement heuristics, the following ones are considere@ntioent-all
heuristic, which is used as a baseline; sharedVar-all and sharedVar-one heuristics, which pro-
vided good results in the evaluation of noise placement heuristics for testing Java programmes; the
read/write heuristic, which turned out to be efficient in the previous experiments with noise injec-
tion in C/C++; and the newly proposeqsittern heuristic. All these heuristics decide whether to
inject a noise based on tliesquency parameter, which controls how often the noise is injected at
the selected place. The frequency parameter was set such that the noise was generated either in 15%
or 30% of situations. These values were also inspired by the results of the previous comparisons.

As for the noise seeding heuristics, tHeep, yield, and busyWait heuristics were considered
because they provided good results in some cases in the previous comparisons. Moreover, the newly
proposednverseNoise heuristic was added. The noise seeding heuristics are parametrized by the
strength parameter. This parameter was set to 2 and 20 ms in the casemandbusyWait heuris-
tics and to 10 and 100 executions of ghieel d() function in the case of th@eld heuristic. In the
case of theead/write heuristic, the strength parameter for writes and reads was set in the mutually
complementary way. That is, if a higher value for writes (e.g. 20 ms) was used, the lower value for
reads (i.e. 2 ms) was applied, and vice versa. As for the newly propogedeNoise, the parame-
ter was set to two and 20 operations executed by the current thread while other threads are blocked.
The higher values were chosen based on the results of the previous comparisons where a stronger
noise often helped more than a weaker one. The lower values were used primarily because of the
read/write heuristic, where combining strong and much weaker noise led to the best results. Also,
as theyield heuristic disturbs the usual scheduling of threads far less than the other noise seed-
ing heuristics, higher values of strength were used for it. In case ok#uénrite noise placement
heuristic, configurations combining tkkeep andyield noise seeding heuristics with fixed values of
strength were also used (10 for tHeep heuristic and 50 for thgield heuristic).

The combinations of heuristics described earlier give 81 noise configurafion® Qoise place-
ment heuristics4 x 2 noise seeding heuristics, and 1 configuration without noise—referred to as
nonoise later). Note that the previous comparisons did not contairstheedVar-all, sharedVar-
one, and the newly proposeuhttern noise placement heuristics. Also, thigsy\Wait and the newly
proposednverseNoise noise seeding heuristics were not considered. They are thus examined for
C/C++ programmes for the first time.

For the experiments, four simple C programmes (about 200 to 500 lines of code) implementing
a simple ticket algorithm using the pthreads library were used. These programmes were chosen from
a set of programmes [16], which were already mentioned in Section 4.3. The chosen programmes
are referred to as test cadd31, t 03, t 05, andt 06. The main reason to use only a subset of pro-
grammes was that some of the newly tested noise placement heuristics need information about the
variables which are accessed. In case of C/C++ programmes, these information need to be extracted
from the debugging information of the program. However, the ANaConDA framework has only
a partial support for extracting this kind of information, and for many of these programmes, the com-
piler generated debugging information, which the framework was not able to process. So in order
to test these new heuristics, availability of this information is required. As the framework imposes
a huge slowdown on the execution of the tested program, bigger programmes were not considered
for the tests because one would be able to perform only a few testing runs in the given 20-min time
slot. All the programmes were executed on an 4-core Intel Xeon X5355 2.66-GHz machine with the
hyper-threading support (up to eight threads might run simultaneously) and 64-GB memory running
Linux with the 2.6.32 kernel.

The selected programmes contain various kinds of errors that all lead to data races in the end. In
t 01, the data race is on a shared variable holding the number of a ticket allowed to enter a critical
section. The variable is updated in a critical section, but then read outside of it. The next program
(t 03) contains a data race on a shared variable used to assign IDs to each of the threads. This
variable is updated and read without any synchronization; however, all of these accesses happen
when the threads are started one immediately after another, so the data race may only occur during
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this short time. Program05 has a rarely occurring data race on individual items of a shared array
where each item may be accessed by the main thread and one of the other threads simultaneously
just before the main thread starts to wait for the second thread to end (join). Pro@faoontains

a data race on &ai nespec structure, shared among all threads, used to randomly generate the
number of milliseconds that a thread should sleep before and after entering the monitor.

4.4.2. Experimental results. In this section, a comparison of the efficiency of detecting
concurrency-related errors using various noise-injection configurations is described first. Then,
focus is devoted to the results obtained by the newly proposed heuristics.

As all of the test cases contain a data race and the consequences of these data races are not always
externally visible, a dynamic analysis using the AtomRace dynamic detector [49] was performed in
order to find these errors. Like the noise injection, the dynamic analysis requires the program to be
instrumented, so it is problematic to compare the results obtained with and without dynamic analy-
sis. However, note that the tests that were originally used to evaluate the considered student projects
from which the test cases are derived did not find any errors. The instrumentation of a program usu-
ally increases the probability of finding an error, even when no noise is injected, as the execution of
the instrumented code itself causes a sort of a very weak noise, which might help a little with the
error detection. So, even with timenoise configuration, it was possible to detect some errors in the
20-min time slot in most of the test cases (namef/,t 03, and t 06).

To compare the efficiency of each configuration, their general success across all of the test cases
executed was measured. The results are summarized in Figure 2:-&tie shows the noise con-
figurations grouped by the noise placement and noise seeding heuristics with the values of noise
frequency and strength represented by the different hatch of the bars:.-&kis then shows the
number of test cases (out of four) for which the respective configuration was among the best 30% of
the configurations (i.e. among the best 24 configurations in the case). Here, the best configurations
were chosen according to the percentage of runs in which a data race was detected. The other noise
configurations were, in fact, capable of detecting an error in most of the test cases too, but in less
test runs.

The graph shows that even when the test cases are very similar and contain the same type of con-
currency errors, most of the configurations work only for some of the test cases. Of course, one
can see that some of the configurations were more successful than the others. In general, configu-
rations using thaleep andbusyWait heuristics were the most successful ones. The most successful
approach was to combine these heuristics withrémelom-all, read/write, or pattern heuristics.

A further analysis of the results has also shown that choosing the right combination of noise
placement and noise seeding is important, but tweaking the values of noise frequency and strength
may also significantly influence the results. Many configurations provided very different results
when the values of frequency or strength were changed.

As for the newly proposed heuristics, configurations usingétiern heuristic proved to be very
useful in most of the test cases (hamely, tti¥d, t 03, and t 06test cases). On the other hand, the

Figure 2. A comparison of configurations across all of the considered C test cases.
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inverseNoise heuristic helped only a little and only when combined withriéredom-all heuristic. As

for the heuristics tested for the first time in C programmes, namelghtredVar-all andsharedVar-

one heuristics, these heuristics achieved good results for some test cases, but they were not so good
overall compared with the other noise placement heuristics.

4.5. A comparison of noise-injection techniquesin Java

In this section, new experiments with noise-injection techniques in Java are presented. Similar to
the results for C presented earlier, a description of the testing environment and test cases is given
first. Subsequently, a summary of the obtained results is presented.

45.1. Testing environment. The code instrumentation and noise injection were carried out using the
IBM ConTest framework [7] executed with plug-ins implementing the noise heuristics and collect-
ing selected coverage information. Automatic test instrumentation, execution, and evaluation were
orchestrated by the SearchBestie framework [20]. In contrast to the experiments with noise injec-
tion to C programmes, the infrastructure collected not only information related to execution time
and error manifestation but also coverage under two selected coverage metrics, namely: HBPair
and Avid®, which were already used in the previous comparisons mentioned earlier and which were
chosen owing to their very good ratio of providing satisfactory results in the experiments with
saturation-based testing described in Section 3.4 and a relatively low overhead of measuring the
achieved coverage.

In the subsequent comparison, all the configurations previously described in the comparison of
noise heuristics for testing C/C++ programmes were used, together with several more configurations
based on the coverage-based heuristic [13] introduced in Section 4.1. Hence, the following noise
placement heuristics are consideregthdom-all, sharedVar-all, sharedVar-one, pattern, read/write,
and the coverage-bas@dverage heuristic, which is exclusive to the comparison of Java pro-
grammes. The reason that tteverage heuristic is studied only for the Java programmes is the fact
that the ANaConDA framework, used in the experiments with C programmes, is not currently able
to provide any coverage information and thus cannot support any coverage-based heuristics. All the
heuristics were parametrized by the frequency parameter set to 15% or 30%. Note that this is the
first time theread/write and the newly proposeqghttern heuristic are evaluated on Java test cases.

As for the noise seeding heuristics, the same heuristics as in the earlier C comparison are con-
sidered, namelyyield, sleep, busyWait, and the newly proposeidverNoise heuristics. Again, two
levels of noise strength for each of the heuristics were used: 2 and 20 ns ®edheand busy-

Wait heuristics, 2 and 20 instructions for tiheverNoise heuristic, and 10 and 100 executions of

yi el d() for theyield heuristic. Finally, experiments with the configuration that injects no noise
into the execution but which instruments the code and collects coverage information were evaluated
as well (referred to asonoise later). Recall that execution of any injected code in fact influences
performance and scheduling of threads.

The earlier described combinations of heuristics give 97 noise configuraiors2(noise
placement heuristicd x2 noise seeding heuristics, anddnoise configuration). Similar to the com-
parison for C programmes, each configuration was given a 20-min time slot to test the considered
program.

The earlier described configurations of noise-injection techniques were evaluated on eight Java
test cases based on six Java programmes of various siz@iTimes, Crawler, andFtpServer test
cases have already been introduced in Section 3.4.1Animeator test case is based on a simple
graphic application for algorithm animation callgthngoAnimator. The test case creates a window
and draws a picture according to a given batch file. The test case consists of 31 classes and contains
a data race that leadshul | Poi nt er Excepti on.

The Rover test case is a Java version of the NASA Ames K9 Rover Executive [50]. The test
case, consisting of 83 classes, executes a selected high-level plan or plans—programmes written in
alanguage that specifies actions and constraints on the movement, experimental apparatus, and other
resources of the rover. The test case contains a deadlock and a data race in the testing environment
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during exchanging of two consecutive high-level plans. Both errors make the test hang. Similar to
the Crawler test case, the probability of spotting the errors is extremely low without the use of
a noise injection.

TheElevator test case is a simple real-time discrete event simulator [39], which contains atomic-
ity violation leading toNul | Poi nt er Except i on. Elevators are modelled as individual threads
that poll directives from a central control board. The communication is synchronized using locks.
The used configuration simulates four elevators.

Moreover, to demonstrate that the testing environment also plays an important role in the testing
process, two prominent test cases in which the probability of spotting the error is extremely low
(namely, Rover and Crawler) were executed on two different hardware configurations (the results
are then referred to as CrawleghdRover2). The Airlines, Animator, Crawler, and Rover test cases
were executed on Intel i5-2500 machines with 2-GB memory running Linux with the 2.6.32 kernel
and 64-bit Sun (Oracle) JVM version 1.6. The Crawler2, Elevator, FtpServer, and Rover2 test cases
were executed on Intel i7-3770K machines with 4-GB memory running Linux with the 3.2.0 kernel
and 64-bit OpenJDK JVM version 1.6.

45.2. Experimental results. In this section, results comparing efficiency of the considered noise
configurations from the most important point of view, namely, their efficiency in error detection, are
presented. Then, a short discussion of the results these heuristics achieved in terms of coverage is
provided. Next, results achieved by the newly proposed heuristics are highlighted. And finally, the
influence of the testing environment is discussed.

In a vast majority of the test cases, the error does not manifest during the 20-min-long testing of
non-instrumented code. Instrumentation of the test cases usually increases the probability to spot
an error a bit because the instrumented code is executed in locations suitable for noise injection. In
particular, thenonoise configuration was able to detect an error within the given time slot in two test
cases, namely, the Airlines (the error manifested in 8% of runs) and FTPServer (the error manifested
in 66% of runs).

The success of noise-based testing in detection of concurrency errors is summarized in Figure 3.
The figure shows configurations grouped by the noise placement and noise seeding heuristics on the
x-axis (the noise frequency and strength are represented by the different hatch of the bays). The
axis shows the number of test cases (out of eight) in which the particular configuration was able to
detect concurrency errors within the given time. In most cases, there were only a few configurations
that were able to detect errors in the given time (ranging from two in the Elevator test case to nine

Figure 3. A comparison of noise configurations across all of the Java test cases.

Copyright © 2014 John Wiley & Sons, Ltd. Softw. Test. Verif. Reliab. 2015;25:272-309
DOI: 10.1002/stvr

85UB01 SUOWIWOD) SAIER1D 3]qed![ddde 8Ly Aq pauenob 81e Sajo1e WO ‘SN JO SaINI 10} AR 1T 8U1UO 481 LD (SUO1IPUOD-pUe-SWLR)WO0 /B 1M Ase.q1feul|UO//:SdhY) SUORIPUOD PUe SWB L 83 88S *[£202/€0/¢T] U0 ArigIT8uluO ABIIM 'WYSINN OFVINY OLNVS 3a 3AVAISEIAINN AQ 9pST IAIS/Z00T OT/10PAL0O" A3 |1n ARe1q Ul UO//SANY WO} popeojumoq ‘€ ‘STOZ ‘689T660T



294 J. FIEDORET AL.

in the Crawler test case). In the Airlines and FTPServer test cases where the probability of spotting
an error is much higher than in the other test cases, all of the noise configurations were able to detect
the errors.

The figure shows that there is no silver bullet among the considered heuristics. Indeed, none of the
columns reached value eight, which would mean that the heuristics worked for all the considered test
cases. Moreover, one can clearly see that some of the configurations were mostly successful (mainly
the configurations combining themverage heuristic with thesleep and busyWait heuristics), and
some were successful only in the easy Airlines and FTPServer test cases (for instapattethe
noise placement heuristic combined with most of the noise placement heuristics).

A further analysis of the results also shows that in most of the cases, choosing the right combi-
nation of noise placement and noise seeding heuristics was far more important then tweaking the
noise frequency and noise strength parameters. Many configurations provided similar results when
any value of strength and frequency was used.

Overall, the results focused on the detection of concurrency errors show that noise-based testing
is able to dramatically increase the probability of finding concurrency errors. It is enough to use any
combination of noise-injection heuristics in order to detect errors that do manifest during normal
test executions even through only rarely (as can be seen from the Airlines and FTPServer test cases).
Moreover, in the case of truly rarely manifesting concurrency errors, which are hard to spot even
during the noise-based testing, a careful choice of the combination of noise placement and noise
seeding heuristics and their parameters is necessary.

As for the coverage obtained under considered coverage metrics, the results clearly show a pos-
itive impact of noise-based testing in comparison withribeoise configuration. In some cases, a
high achieved coverage correlated with a success in error detection (for instance, in the Elevator test
case), sometimes, this correlation could be identified only between the error detection ability and
one of the coverage metrics (e.g. A¥imetric in the Airlines test case and HBPain the Rover2
test case), and sometimes, there was no correlation between the error detection ability and any of
the considered metrics (for instance, in the Animator and FTPServer test cases). Therefore, one can-
not claim that there is in general a correlation between the ability to detect errors and to achieve a
high Avio* or HBPaii* coverage. However, a further analysis of the results indicates that it might
be the case that if the error depends on a behaviour reflected by the coverage metrics, the configura-
tions that achieve a high concurrency coverage are able to detect the error (for instantenavio
the atomicity violation in the Airlines test case and HBPaind the deadlock error in the Rover
test case).

Next, we discuss efficiency of the newly proposed heuristics (namely,pétern and
inverseNoise) and theread/write heuristic. The newly proposed heuristics did not help much in
detection of concurrency errors, which was a bit surprising because the preliminary results obtained
on the Rover test case (when the noise with frequency of 5% only was injected and coverage data
were not collected) the combination of the newly proposed heuristics achieved the highest error
detection improvemeritNevertheless, the heuristics achieved good results in obtaining a high cov-
erage in some cases (e.g. in the Airlines test case). On the contrangadherite heuristic achieved
very good results in improving the ability to detect concurrency errors in the Airlines and FTPServer
test cases. Errors in these test cases were found by all the considered noise configurations, but noise
configurations with theead/write heuristic increased the percentage of the detected erroneous runs
the most.

Finally, the influence of the testing environment described in Section 4.5.1 (in particular, the
different hardware used) on programmes under test was analysed on the Crawler/Crawler2 and
Rover/Rover2 test cases. In the Crawler/Crawler2 test cases, the results clearly show the influence
of the environment. The error was detected by nine noise configurations in the Crawler test case.
In the Crawler2 test case, the number of successful configurations increased to 39 including all
the nine configurations, which worked for the Crawler test case. Additionally, in the Crawler2 test
case, which was executed on a machine with more available cores as described earlier, the obtained

*A hypothesis to be tested in the future is that the positive impact of the new heuristics on error detection is reduced by
the further noise associated with collecting coverage data.
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results show higher numbers of achieved coverage and a higher error detection ratio (i.e. the number
of executions in which a suitable configuration was able to detect the error). Conversely, in the
Rover/Rover2 test cases, the influence of the environment was minimal. The same configurations
were able to detect the error, and the achieved coverage reached almost the same levels.

4.6. Specifics of noise implementation

Before the comparison of the results obtained for C and Java test cases is provided, differences in
implementing the noise-injection techniques for C/C++ and Java programmes are discussed here.
There are various ways to insert noise-injection code into a program. The code might be inserted
directly to the source code of the program, to its intermediate code (e.g. Java bytecode), or to the
binary code. In general, inserting the code to the source code of the program has several disadvan-
tages. It requires to have the source code of the program (and all of the libraries it uses), which might
not always be available. It is also less precise as the compiler might, for example, move the code
elsewhere because of some optimizations. Therefore, the ANaConDA framework [17] used for the
C/C++ programmes and the IBM ConTest framework [7] used for the Java programmes insert the
noise-injection code on the binary and bytecode levels, respectively. In this section, a short summary
of the experiences with implementing the noise-injection techniques on the binary level of C/C++
code and the Java bytecode level is presented.

Inserting some code to the bytecode of a program is not a big problem as the bytecode instructions
are quite simple and JVM uses minimum optimizations complicating this task. However, insert-
ing code to binaries of a C/C++ program is not such easy task. On the binary level, there are used
highly optimized instructions such as conditional and repeat instructions [16]. While the conditional
instructions might not be executed when the control reaches them, the repeat instructions may be
executed more than once as though they were placed in a loop. Moreovegpth@efixed instruc-
tions, designed for manipulating continuous sequences of memory locations (e.g. within string
operations), are both conditional and repeat instructions, as they may be executed a fixed number of
times until some condition is met or sometimes not executed at all. When the binary code contains
such instruction, one has to be sure that the noise is injected only when the instruction was really
executed or every time the instruction was executed in a loop.

Distinguishing local and shared variables represents another problem. In Java, local data are
stored on the current thread stack, and possibly, shared data are stored on the heap. As there exist
different instructions for accessing stack and heap, it is easy to distinguish accesses to the heap and
apply noise only to them. On the binary level, local variables are on the stack too, but the stack is
just a reserved part of memory, which might be accessed in the same way as the memory containing
globally accessible variables. If noise injection before accesses to local variables is not desirable, one
has to determine before each access whether the accessed variable is stored in memory containing
the stack or not.

Finally, in some cases (e.g. in the implementation of the access pattern detectorpattéhe
noise placement heuristic), tracking of method or function entry and exit events is necessary. Again,
such events were fairly easily identified in Java bytecode but fairly difficult to detect on the binary
level of C/C++ programmes where returning from functions is often heavily optimized by the com-
piler, for example, using jumps between functions with the effect of the control effectively returning
from another function than the one that was called [16], etc.

To sum up, the implementation of the actual noise generators is of equal difficulty in C and Java.
On the other hand, instrumentation and execution monitoring are much harder on the binary level as
described earlier. Overcoming the obstacles of the binary level optimizations has a negative impact
on the overhead of the ANaConDA framework for noise-based testing and dynamic analysis.

4.7. Comparison of results obtained for C and Java test cases

In this section, discovered commonalities and dissimilarities when analysing the obtained results
of experiments with C and Java programmes are briefly described. Note that this comparison may
be partially influenced by the used infrastructures for noise injection in C and Java, which differ
as highlighted in the previous section and the test cases that are also not directly comparable (the
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comparison studies simple C programmes created by students, which implement a solution for the
same problem and Java programmes of various size implementing different problems). Nevertheless,
the findings presented here might still be of interest for the users of noise-based testing.

The Java experiments indicate that the success of noise-based testing depends mainly on carefully
choosing the noise placement and noise seeding heuristics (tweaking the frequency and strength
parameters did not improve the results much). On the contrary, the results for the C programmes
show that strength and frequency of noise are also very important in the considered test cases.
Further analysis of the results achieved for the Java Airlines test case indicate that they share a few
characteristics with the C programmes. In particular, the same heuristics (including the new ones)
provided good results, tweaking of frequency and strength did considerably affect the results, and
stronger noise provided often good results. The Airlines test case is of similar size and contains
a similar data-depending error, and the error manifestation ratio without any noise heuristics is also
comparable.

In the considered C test cases, the results clearly show that a majority of noise configurations
provided similar results across the four considered test cases. A configuration that provided good
results in one test case was successful also in the other test cases, and vice versa, the configurations
that provided poor improvement achieved poor results in all considered test cases. This is most
probably caused by the similarity of the test cases. Indeed, the very similar results were also achieved
for the Crawler/Crawler2 and Rover/Rover2 test cases in Java. The configurations that provided
good results for the Crawler (Rover) test case were among the good ones even under the slightly
different conditions represented by the Crawler2 (Rover?2) test cases.

4.8. Hints for noise-based testing

The results presented earlier indicate that there is no single optimal noise configuration. The same
noise setting may provide significantly different results for different test cases, testing goals, and
testing environment. Moreover, using a wrong noise-injection technique can in some cases even
degrade the quality of the testing process. Therefore, if no information concerning the tested pro-
gram is available, a good option is to start with the random setting, which selects noise heuristics
and their parameters at random before each execution of the tested program. This setting often does
not achieve the overall best results as mentioned earlier, but it provides reasonably good results
with a minimal effort. Further, if one has at least a suspicion that the program under test may con-
tain a data-dependent error (such as a data race or an atomicity violation), based on the experience,
using some of the heuristics focused on shared variables (or restricting the random choice of noise
heuristics to those focusing on shared variables) might be a good idea.

If one has to set up the noise seeding and placement heuristics manually (i.e. there is no support
for the random choice of noise heuristics in repeated test), based on the results, one can recommend
using theyield, synchYield, wait, andbusyWait heuristics, which often provided good results in the
experiments described earlier. Tyield andsynchYield heuristics have a smaller impact on the per-
formance while still providing good improvement in some cases.WdieandbusyWait heuristics
cause a considerable performance degradation, but they can help to test even rarely executed syn-
chronization scenarios. Further, the results indicate that using a low noise frequency (in particular,
below 5%) or using a high noise frequency (in particular, over 50%) does not bring a higher prob-
ability of spotting an error or obtaining a higher coverage. On the contrary, a high noise frequency
used with a demanding heuristic (ebgsyWait) has a negative impact on the efficiency of the test.

All the considered advanced noise seeding heuristicdifneoutTampering andhaltOneThread)
including the newly proposed heuristics (iaverage, read/write, and pattern-based) provide in
some cases a considerable improvement of the testing process. Therefore, it is worth to enable them
and test whether they positively affect results of the considered test case. If they do, the results
indicate that the same heuristics might be providing good results even if the test is executed in
a different environment. This is because the efficiency of these heuristics depends on appearance of
certain code patterns in the program under test. Therefore, a simple static analysis of the program
might help with the decision making (e.g. an analysis which detects appearana¢ tof) and
sl eep() could indicate that themeoutTampering heuristic might provide good results). Next, the
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results also indicate that heuristics that put noise at carefully selected locations only provide better
results than heuristics that simply put noise randomly or at too many locations.

To sum up, earlier, a number of hints that may be useful when applying noise-based testing are
provided. But, it is important to repeat that choosing a suitable noise configuration is a difficult task,
and the hints need not work in all cases. Hence, the final advice is to—if possible—experiment with
more different noise settings. Moreover, in the next section, an automated approach to this problem
based on using search techniques for finding suitable noise settings is presented.

5. META-HEURISTIC SETTING OF TEST AND NOISE PARAMETERS

As discussed earlier, there is no silver bullet among the many existing noise-injection heuristics.
Different noise heuristics provide different results when used with different programmes, compiled
by different compilers, and executed in different run-time environments (especially the processor
type and system load influence the efficiency of the technique quite significantly). Moreover, some
configurations can actually decrease the probability of an error manifestation. This is helpful for
runtime healing of errors [47] but highly undesirable when trying to detect the errors.

The number of possible noise settings is usually very large, and it is not easy to find a suitable
setting for the given program, its environment, and the goal of detecting, reproducing, or suppress-
ing a certain error. Moreover, the number of possible settings of the noise injection (and also of
the test itself) together with the considerable time needed to run a test in order to evaluate the effi-
ciency of a certain noise configuration makes exhaustive searching for suitable noise configurations
impractical. This is exactly the case whaneta-heuristic search techniques [51] can help.

A genetic algorithm [51] is one of popular meta-heuristic algorithms. GA starts by creating an
initial set (called ageneration) of possible solutions (also calleddividuals). Each individual is
evaluated and assigned a value calléithess representing the suitability of the solution represented
by the individual. The next generation of individuals is obtained by a stochastic recombination
(called acrossover) andmutation of selected individuals. Individuals are selected from the previous
generation according to the value of their fitness.

Here, a discussion on how a GA can be used to search for suitable types of noise heuristics
and their parameters is provided as originally proposed by Haulta#h [18] (with some more
details [52]). First, the task is formalized as tiest and noise configuration search problem (the
TNCS problem). Then, it is shown how to represent instances of this problem for a GA and dis-
cussed which objective functions may be useful as building blocks of fithess functions suitable in
the given context. Then, discussion of the GA parameters influencing solving the TNCS problem
is provided. Next, an instantiation of the framework by providing a concrete fithess function suit-
able especially (but, as these experiments show, not only) in the context of data race detection is
discussed. Finally, experimental evidence that using a GA can indeed provide significantly better
results than random noise injection is provided.

5.1. Related work

Most existing works in the area of search-based testing of concurrent programmes focus on apply-
ing various meta-heuristics to control the state space exploration wgthded model checking

(GMC) [53]. The intention is to explore areas of the state space that are more likely to contain
concurrency errors even when the entire state space will not be explored. Hence, these works con-
centrate orsearching for a walk in a directed graph representing the state space generated by

a model checker where the walk starts in an initial state and ends in an error state. Various meta-
heuristics, including simulated annealing [54], the genetic algorithm [53, 55], the partial swarm
optimization (PSO) [54], and the ant colony optimization (ACO) [56, 57], have successfully been
used within GMC to find deadlocks and/or assertion violations in simple concurrent programmes
and protocols. An advantage of GMC is that the underlying model checking offers a well-defined
state space and a high degree of systematic approach. The approach, however, inherits limitations
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of model checking in terms of scalability and cost of the environment modelling. Noise injection
instead focus on testing which is able to handle much larger real programmes but does not provide
such precision as GMC.

Debugging concurrent programmes using noise injection and GA [58] focuses on making
a known error show up during repeated test executions. Within the approach, the debugging prob-
lem is translated into théest data generation problem [41], where the goal is to automatically
select inputs of the test such that a chosen testing goal is achieved. In particular, the approach uses
a GA to search in the set of possible noise configurat@rdefined as the powerset of the disjoint
union of setsSy, S4, andSy, whereSy defines the noise applied to selected program variaBles,
defines the noise applied to selected accesses to shared memd¥y, defihes the noise applied to
selected concurrency-related events (lock operations, etc.). The noise is determined by the type of
noise together with the strength of the noise. The paper presents two objective furgzerepfe-
senting the produced amount of noise antlopy encoding the probability of an error manifestation
under the given noise setting) and a fitness function computed as a weighted combination of the
objective functions. The fitness function therefore prefers configurations that make the error mani-
fest with a high probability using a minimal amount of noise. The technique is evaluated on a set of
small (hundreds of lines) Java programmes that contain known concurrency errors, which manifest
quite often when noise injection is used. The authors claim that their approach is able to minimize
the number of locations where to put noise and to increase the probability of an error manifestation.
However, statistical data supporting this claim are missing in the paper.

Compared with the described approach [58], the approach [18] presented later does not search
for concrete locations, which should be noised with particular noise. Instead, the approach searches
for noise seeding and noise placement heuristics (or combinations of these heuristics) and their
parameters, which can provide good results for a particular test and environment. This allows to use
a simpler representation of individuals and to support much larger test cases with plenty of possible
locations to be noised. Moreover, the approach presented later consider fitness functions, which
allow to focus not only on debugging but also on testing. The approach also considers and reflects
the non-deterministic behaviour of concurrent software. In particular, each individual is evaluated
by a set of experiments, and re-evaluation of already evaluated individuals is performed.

Another popular approach to find suitable test inputs (including inputs for the noise generator) is
the Combinatorial Test Design (CTD) technique [59]. CTD is a systematic approach that generates
a set of test inputs such that the set contains all intended combinations of inputs. However, such a set
is usually huge, and therefore, the technique often focuses on covering all combinations of pairs of
inputs only—such an approach is callgalr-wise testing. As said, the technique covers the input
space uniformly, which means that the technique does not recognize promising areas to which the
search-based approach invests more effort.

The debugging problem is targeted in other papers using probabilistic [60] and machine learning
[61] algorithms instead of meta-heuristics. In the probabilistic approach [60], program locations
are first statically classified according to their suitability for noise injection. Then, a probabilistic
algorithm is used to find a subset of program locations that increase the error manifestation ratio.
In the machine learning approach [61], a machine learning feature selection algorithm is used to
identify a subset of program locations where to inject noise by correlating the selection of noised
program locations with error manifestation.

Finally, an application of a steepest ascending search algorithm in the context of noise-based
testing of concurrent programmes has been studied [20] as well. The experiments showed that the
local search technique tends to get trapped in a local optimum and is not suitable for the given
setting in most of the cases.

Recently, an application of meta-heuristics—in particular, the genetic algorithm—to the problem
of unit test generation has been presented [62]. The technique produces a test suite (i.e. a set of unit
tests) for a chosen Java class. Each unit test consists of a préfikalizing the class (usually,

a constructor call), a set of method sequeneethat are to be called (each sequence therefore
represents a computational thread), and a schedhkat is enforced during an execution of the test
using a deterministic scheduler. Typically, there are many possible unit tests (i.e. {tipletss)).

Most of them are pruned away using various constraints on the number of considered schedules,
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which is performed mainly by concentrating on the synchronization points (concurrency-relevant
actions) present in the code and by considering only a limited number of schedules consisting of
a small number of synchronization points. The GA is used to produce method sequefio®s
sequential executions) that are able to reach and execute selected synchronization points. Finally,
the sequences are combined into multi-threaded unit tests examining the chosen schedules.

The earlier idea of a fully automatic generation of new unit tests based on a suitable combination
of selected sequential programmes seems to be promising. The deterministic approach of building
schedules [62] can be replaced by heuristic noise injection as well. However, as already mentioned
in Section 2, deterministic testing brings important benefits over noise injection when scalability is
not an issue, which is usually the case for unit testing.

5.2. Thetest and noise configuration search problem

As already discussed, there are two main issues to be solved when using noise injection: in particular,
determining which program locations should be noised and which noise should be used. To solve
these issues, one can use somise placement andnoise seeding heuristics, but there are many of

them, and so some choice must still be performed. Moreover, most of the heuristics are adjustable by
one or more parameters influencing their behaviour and efficiency (e.g. noise seeding heuristics are
often parameterized by their strength). Further, one can combine several noise placement and noise
seeding techniques within one execution. Indeed, as discussed earlier, such a combination provides
in many cases better results than using a single heuristic. Finally, it is usually the case that there
exist multiple test cases for a given program that can also be parametric.

To reflect the earlier discussion, ttest and noise configuration search problem (the TNCS prob-
lem) [18] has been formulated as the problem of selecting test cases and their parameters together
with types and parameters of noise placement and noise seeding heuristics suitable for a certain
test objective.

Formally, letTypep be a set of available types of noise placement heuristics, each of which is
assumed to be parameterized by a vector of parameteBataghp be a set of all possible vectors of
parameters. Further, |€t C Typep x Paramp be a set of all allowed combinations of types of noise
placement heuristics and their parameters. Analogically, one can introdudgsstsParamg, and
S for noise seeding heuristics. Next, i€t € 2>*5 contain all the sets of noise placement and
noise seeding heuristics that have the property that they can be used together within a single test
run. Such elements are denotécr noise configurations. Further, like for the noise placement and
noise seeding heuristics, [Biper be a set of test casd2ramy a set of vectors of their parameters,
andT < Typer x Paramy a set of all allowed combinations of test cases and their parameters. And
finally, let TC = T x C be the set ofest configurations.

Now, the TNCS problem can be defined as searching for a test configuratiom@onmnimizing
or maximizing some chosen objective functions. One can also consider the natural generalization of
the problem to searching forsat of test configurations fromiC, minimizing or maximizing some
chosen objective functions.

5.3. Objective functions for the context of the TNCS problem

Several objective functions that can be useful in various instances of the TNCS problem are dis-
cussed here. Typically, the functions are combined into a single fitness function as illustrated in
Section 5.5.

First, an objective function that can often be found useful is to minimize the impact of noise
injection on thetime of execution of a test case. The more noise is injected into the execution,
the slower the execution typically is. The slowdown can be unwelcome especially when the time
for testing is limited. Then, owing to the slowdown, less executions of a test case and/or less test
cases will be considered, which may in turn negate the aim of using noise injection to improve the
quality of testing. The time aspect is also important when a program under test needs to meet certain
throughput or response time requirements that could be broken by an excessive use of noise.

Next, as the primary goal of testing is to find errors, a natural objective function is to maximize
the number of errors that occur (and are detected by the test harness) when executing tests with
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a certain configuration. Once some test configuration is found suitable w.r.t. the number of errors
that it allows one to observe, one could think that this configuration is not useful any more because
the errors were already detected. However, this test configuration can be used for further testing in
the hope that it will allow one to discover even more errors (recall that owing to the non-determinism
of scheduling, not all errors will show up in a single run or a set of runs). Moreover, one can also
think of using this test configuration in regression testing or when testing similar applications.

Another sensible objective function, tightly related to the earlier discussion, is to monitor test exe-
cutions under particular test configurations by salyr@amic analyser and to maximize the number
of warnings about dangerous behaviour of the program under test that get reported. Test configura-
tions delivering good results in this case can subsequently be used for more extensive testing in hope
of finding a real error even though an actual error was not seen during evaluation of the test con-
figuration. The reliability of this approach of course depends on precision of the chosen analyser.
A high ratio of false positives and/or negatives makes this objective function unreliable.

A further possibility is to use some suitalileverage metric, allowing one to judge how much of
the possible behaviour of the program under test has been covered (and hence how likely it is that
some undesired behaviour was omitted) and to look for test configurations maximizing the obtained
coverage. One can, for example, use the concurrency-related metrics based on dynamic analyses
that are discussed in Section 3.2 and that measure how many internal states a certain dynamic anal-
yser has reached. Of course, one can also consider various other existing coverage metrics, such
as the synchronization coverage [15] that are also mentioned in Section 3.2 and that measures how
well the various synchronization mechanisms used in the program under test are tested (by measur-
ing how many different scenarios of the use of the synchronization mechanisms were witnessed).
A drawback of many concurrency coverage metrics is that it is often impossible to compute what the
full coverage is. This is, however, not a problem here because the focus is on relative comparisons
of the coverage achieved through different test configurations.

Fitness of a test configuratidn € TC w.r.t. the earlier objective functions has to be typically
evaluated by aepeated execution of the test case encodedtmwith the test parameters and noise
configuration that are also a parttof Recall that the noise configuration can contain multiple types
of noise heuristics. It is assumed that all of them are used in each testing run, which is consistent
with the definition of noise configurations that allows for only those combinations of noise heuristics
that can indeed be used together. Further, note that the repeated execution makes sense owing to
the non-determinism of thread scheduling. The evaluation of individual test runs must of course
be combined, which can be carried out, for example, by computingurage evaluation or by
computing ecumulative evaluation across all the performed executions.

In addition, it is also possible to define some simple objective functions directly on the test con-
figurations. For instance, one can minimize/maximize the number of enabled heuristics, volume
or frequency of noise to be injected, and so forth. Such objective functions are typically not sen-
sible alone but can make sense when combined with other objective functions. Fitness of a given
test configuration w.r.t. such objective functions can be evalustggitally, that is, without any
test execution.

5.4. A genetic approach to the TNCS problem

Now, a way how a GA can be used to solve the TNCS problem is described. The approach is
presented on a concretization of the TNCS problem for the context of using the ConTest tool [7]
(with some extensions) for noise-based testing. The concrete set of considered noise configurations
is described first. Subsequently, it is presented how one can apply the GA in this concrete setting.

5.4.1. ConTest-based noise configurations. Later, the original noise-injection heuristics of ConTest

(cf. Section 4) together with the coverage-based noise placement heuristics from Section 3.2 are
considered. Hence, three noise placement heuristics are availabiandbe heuristic, which picks
program locations randomly; tisharedVar heuristic, which focuses on accesses to shared variables;
and thecoverage-based heuristic, which focuses on accesses near a previously detected thread con-
text switch. ThesharedVar heuristic has two parameters modifying its behaviour with five valid
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combinations of its values. Thmverage-based heuristic is controlled by two parameters with three
valid combinations of values. All these noise placement heuristics inject noise at selected places
with a given probability. The probability is set globally for all enabled noise placement heuristics
by anoiseFreq setting from the range 0 (never) to 1000 (always). Téralom heuristic is enabled

by default whemoiseFreq > 0. Therandom heuristic can be suppressed by one parameter of the
sharedVar heuristic, which explicitly disables the combination of these two heuristics.

The considered infrastructure offers six basic and two advanced noise seeding techniques. The
basic techniques cannot be combined, but any basic technique can be combined with one or both
advanced techniques. The basic heuristics are as follpaigl;, sleep, wait, busyWait, synchYield,
andmixed. Theyield andsleep techniques inject calls of thei el d() andsl eep() functions.

The wait and synchYield techniques lock a special monitor and then either wait for some time

or callyi el d() . The busyWait technique inserts code that just loops for some time. mhed
technique randomly chooses one of the five other techniques at each noise-injection location. The
haltOneThread technique occasionally stops one thread until any other thread cannot run. Finally,
thetimeoutTamper heuristic randomly reduces the timeouts used in the program under test in calls
of sl eep() (to ensure that they are not used for synchronization).

5.4.2. Individuals, their encoding, and genetic operations on them. In order to utilize a GA to solve
the TNCS problem with the considered set of noise configurations, the particular test configura-
tions can play the role ohdividuals. The test configurations are encodedectors of integers. The
test configuration is either reduced to solely a noise configuration (when a single test case without
parameters is considered), or it consists of the noise configuration extended by one or more spe-
cific entries controlling the test case settings. Here, however, the noise configurations are targeted
only, which form vectors of numbers in the ran@e0, 0, 0, 0, 0)—(1000, 5, 3, 6, 2, 2). The first entry
controls thenoiseFreq setting, and the next two control ttsharedVar and coverage-based noise
placement heuristics. The last three entries control the setting of the basic and advanced noise seed-
ing heuristics. Each entry in the vector is annotated by a flag saying whether there exists an ordering
on the values of the entry. Entries whose values are ordered are aaied entries later.

The standard one-point, two-point, and uniform element-wise (any-porogsover opera-
tors [51] are considered in the form they are implemented in the ECJ library [8@fation is
also performed on an element-wise basis, and it handles ordinal and non-ordinal entries differently.
Non-ordinal entries are set to a randomly chosen value from the particular range (including the cur-
rent value). Ordinal entries (e.g. entries encoding the strength of noise or the parameter controlling
the number of threads the test should use) are handled using the standard Gaussian mutation [51]
(with the standard deviation set to 10% of the possible range or minimal value 2). Finally, stan-
dard proportional and tournament-based fitness selection operators [51] implemented in ECJ are
considered.

5.4.3. Parametersof genetic algorithmsand the TNCSproblem. GAs are adjustable through a num-

ber of parameters influencing the efficiency of the search process. The way these parameters should
be set to make the search process as efficient as possible depends on the considered problem. There-
fore, setting of these GA parameters is described now. In particular, one has to consider the following
guestions: how to set up the breeding infrastructure, that is, which standard selection and crossover
operators should be used; how to set up their parameters; which value of mutation probability pro-
vides good results; and whether elitism or random generation of individuals can help. Another rising
guestion is whether it is better to run a few big populations or instead more small populations in
case the time for testing is limited.

Owing to a high cost of evaluating each test configuration through multiple executions, all the
experiments were conducted on one selected case study only. In particul@rattler test case
introduced in Section 3.4.1 was considered. With the aim of observing as many behaviours dif-
fering in their various important concurrency-related aspects as possible, a fitness function was
instantiated to maximize the obtained coverage under three different concurrency coverage metrics,

Copyright © 2014 John Wiley & Sons, Ltd. Softw. Test. Verif. Reliab. 2015;25:272-309
DOI: 10.1002/stvr

85UB01 SUOWIWOD) SAIER1D 3]qed![ddde 8Ly Aq pauenob 81e Sajo1e WO ‘SN JO SaINI 10} AR 1T 8U1UO 481 LD (SUO1IPUOD-pUe-SWLR)WO0 /B 1M Ase.q1feul|UO//:SdhY) SUORIPUOD PUe SWB L 83 88S *[£202/€0/¢T] U0 ArigIT8uluO ABIIM 'WYSINN OFVINY OLNVS 3a 3AVAISEIAINN AQ 9pST IAIS/Z00T OT/10PAL0O" A3 |1n ARe1q Ul UO//SANY WO} popeojumoq ‘€ ‘STOZ ‘689T660T



302 J. FIEDORET AL.

namely,Synchro, Avio*, andHBPair* discussed in Section 3.2. This way, three different aspects of
concurrency behaviour are covered: interleaving of accesses from different threads to shared mem-
ory locations viaAvio*, successful synchronization of program threads inducing a happens-before
relation viaHBPair*, and information about whether the implemented synchronization does some-
thing helpful viaSynchro. The value of the fitness function was computed as accumulated coverage
obtained from five executions @rawler with the same test and noise setting. All experiments were
evaluated using three statistics: (i) the average fithess value in each population, (ii) the best indi-
vidual fitness in each population, and (iii) the cumulative value of fithess from all already evaluated
individuals. For brevity, later, only the conclusions that were derived from the obtained results are
presented—more details about the actual experiments and their detailed analysis are available in the
original technical report [52].

The experiments were divided into three series. In the first one, the focus was devoted to the
population size, crossover, andmutation operators. The results indicate that small-sized or middle-
sized populations (20 or 40 individuals) are more suitable in this context because they could achieve
better results in a shorter time than bigger populations (100 or 200 individuals). Further, it was
concluded that uniform crossover achieves a better coverage than a one-point or two-point crossover
and that higher values of mutation probability (0.5 and more) have a counterproductive impact on
finding the best solution (they become essentially comparable with random searching). In order
to obtain the best solution in the shortest time, the size of population 20, uniform crossover with
probability 0.25 and mutation 0.01 were chosen for the rest of the experiments presented next.

In the second series of experiments, the influenatitfandrandomindividualsin the population
was studied. Results show that without elite and random individuals, the GA did not manage to
find the best possible solution. Adding a small number of elite individuals (10% of the population),
improved the quality of the discovered solutions, although the best solution was still not found.
Adding a relatively high number of elite individuals (20% of the population) allowed the GA to
find the best solution, but on the other hand, the time needed to obtain it was quite significant, and
the cumulative coverage in the population was becoming worse. Adding random individuals to the
population caused the results to be less stable, but overall, it had a positive effect on finding better
solutions and on increasing the cumulative coverage (even in the case when there were no elite
individuals). Hence, the best configuration for obtaining the best solution and the biggest cumulative
coverage is to use a high number of elite and random individuals. However, this solution is time
consuming. Therefore, as a compromise, it was decided to use a relatively small number of elite
individuals (10% of the population) and no random individuals in the population.

In the last set of experiments, tlselection operator to be used was selected. In particular, the
fithess proportional selection operator as well as the tournament of two and four individuals was
considered. Moreover, all their possible combinations were considered as well. The different settings
did not lead to big differences in the obtained results, yet the combination of the tournament of four
individuals with the fithess proportional selection operator seemed to be slightly winning.

To sum up, the final values of the parameters of the GA that are considered when evaluating the
application of the TNCS problem for improving data race detection discussed later are the following:
size of population 20, a combination of the fitness proportional selection operators with the tour-
nament of four individuals, the uniform crossover with a higher probability (0.25), a low mutation
probability (0.01), and two elites (that is 10% of the population).

5.5. A concrete application of the proposed approach

In this section, a concrete application of a GA in the process of noise-based testing of concurrent
programmes [18] is described. In particular, the TNCS problem was instantiated by providing a fit-
ness function combining some of the discussed objective functions with the aim to be useful for
improving data race detection. The focus is devoted to finding the best test configuration, which is
motivated by its possible use in subsequent repeated testing of the given application (e.g. within
regression testing). The experimental results show that the described solution can indeed signifi-
cantly help. Moreover, the experiments show that the approach helps not only in finding data races
but also other kinds of concurrency-related errors. In addition, it turns out that when the entire

Copyright © 2014 John Wiley & Sons, Ltd. Softw. Test. Verif. Reliab. 2015;25:272-309
DOI: 10.1002/stvr

85UB01 SUOWIWOD) SAIER1D 3]qed![ddde 8Ly Aq pauenob 81e Sajo1e WO ‘SN JO SaINI 10} AR 1T 8U1UO 481 LD (SUO1IPUOD-pUe-SWLR)WO0 /B 1M Ase.q1feul|UO//:SdhY) SUORIPUOD PUe SWB L 83 88S *[£202/€0/¢T] U0 ArigIT8uluO ABIIM 'WYSINN OFVINY OLNVS 3a 3AVAISEIAINN AQ 9pST IAIS/Z00T OT/10PAL0O" A3 |1n ARe1q Ul UO//SANY WO} popeojumoq ‘€ ‘STOZ ‘689T660T



ADVANCES IN NOISE-BASED TESTING OF CONCURRENT SOFTWARE 303

random testing process with the testing process used for finding the best test configuration are com-
pared, the latter achieves better results despite that the used GA was not primarily designed for
controlling the entire testing process—this is indeed an interesting challenge for the future.

5.5.1. A GoldiLocks-based objective function. Based on the experience with different concurrency
coverage metrics and dynamic error detectors, fitness function was build such that it maximizes the
coverage obtained under the concurrency coverage naaféailock [19] (cf. Section 3.2) based on

the GoldiLocks algorithm [12], together with maximizing the number of actual warnings produced
by this algorithm. ThéoldiLock has been chosen as the basis of the fitness function because it has
a low ratio of false positives, and it is able to continue in the analysis even after an error is detected.
Moreover, as discussed earlier, the concurrency coverage n@atitl ock has multiple further
positive properties. In particular, the coverage under this metric usually grows smoothly (i.e. with
a minimum of shoulders) and does not stabilize too early (i.e. before most behaviours relevant from
the point of view of data race detection are examined). Further, based on the discussion presented
in Section 5.3, an intention to minimize the execution time and to maximize the number of detected
errors were considered as well.

In summary, the presented approach aims at (i) maximizing coverage under the concurrency
coverage metricsoldiLock, (i) maximizing the number of warnings produced by GoldiLocks,

(iif) maximizing the number of detected real errors due to data races, and (iv) minimizing the
execution time. The different basic objectives are combined using a system of weights assigned
to them.

As discussed in Section 3.2, tB®ldiLock metric counts the encountered internal states of the
GoldiLocks algorithm, here optimized by using the SC evaluation [12]. In particular, the coverage
tasks of theGoldiLockSC metric are tuplegpl, var, state, goldiLockSet), wherepl identifies the
program location at which some shared memory locatéwris accessedtate € {SCT, SCL, LS, E}
denotes the internal state of the GoldiLocks algorithm with respect to the use of SC checks, and
goldiLockSet represents the lockset computed by the GoldiLocks algorithm when ibStstate.

The approach weights the coverage tasks of this metric according to their severity. Nam@&B7 the

state represents a situation where the first SC check of GoldiLocks (checking whether a variable is
accessed by a single thread only) proves correctness of the given access. This situation is common
for sequentially executed code, and so weight 1 was assignedCIhendLS states mean that the

first check does not succeed, but it is possible to use further heuristic SC ¢l8&tksor use the

full algorithm (LS) to infer an object (or objects) that proves correctness of the access. Such tasks
were assigned with weight 5. Finally, the state means that the algorithm detected a data race
and produced a warning. Such tasks were weighted with 10. The weighted coverage is denoted as
WGol diLockSC.

A GoldiLocks warning has the form of a tup{ear, ploc,, ploc,), wherevar identifies a shared
variable, andploc, and ploc, represent two program locations between which a data race was
detected. Sometimes, a single coverage taskstate = E produced aploc, leads to several warn-
ings differing inploc, or var. The number of different warnings issued during the test execution is
denoted byGLwarn, and it was given the weight of 1000.

Finally, as already mentioned, our aim was also devoted to maximizing the number of detected
error manifestationsefror) and minimizing the execution timdiie). Error manifestations are
detected by looking for unhandled exceptions. They are given a very high weight of 10 000. With
respect to all the described objectives, the fithess function is then defined as follows (expecting the
time to be measured in millisecondgy¥GoldiLockSC + 1000 « GLwarn + 10 000 * error)/time.

5.5.2. Case studies. The earlier described approach was evaluated on five test cases contain-
ing concurrency-related errors (in particular, data races, atomicity violations, and/or deadlocks as
described later). The test cases are listed in Table IV. In the tablkl @@ column shows the size

of the considered test case, and Baeam column indicates the number of its parameters and the
number of possible values of each parameter. The considered case studies are not very large, which
is not due to a bad scalability of the approach, but rather due to the large number of experiments
needed to evaluate it, which in summary take much time even on small benchmarks.
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Table IV. All columns denoting Error and Time provide relative improvements obtained using
the GA against the random approach (for the concrete meaning, see the text).

Test case Best individual Search process
Name kLOC Params Gen. Error Time Error Time
Airlines 03 5x5x10 15 3.0 17 38 25 32 88 30
Animator 15 — 25 218 109 1.1 13 43 54 13
Crawler 12 — 22 — — 13 15 03 11 33
Crawler* 1.2 — 25 — — 1.1 11 04 10 28
FTPServer 12.2 10 14 12 1.0 38 47 09 17 19
Rover 5.4 7 3 % * 337 194 32 88 3.0

The Airlines, Crawler, andFTPServer test cases have already been mentioned in Section 3.4.1.
TheAirlinestest case contains a high-level atomicity violation and has three parameters: the number
of resellers (1-5), the number of customer sets (1-5), and the number of customers in each set
(1-10). TheCrawler test case has no parameters and contains a data race that leads to unhandled
exceptions. Th&ETPServer test case has one parameter setting the number of clients connecting to
the server. It contains several data races that can cause exceptiodgimar test case is based
on a simple graphic application for algorithm animation cak¢ghgoAnimator, and theRover test
case is a Java version of the NASA Ames K9 Rover Executive. Both these test cases have been
already introduced in Section 4.5.1.

TheAirlines andAnimator experiments were run on Intel Core2 6600 machines.HTRServer
test case was run on a machine with two Intel X5355 processorsRavee test case was run on
a machine with the Intel i5-2500 processor. Finally, @rawler test case was run on two different
machines to demonstrate that concurrency error detection is environment dependent. The genetic
approach is, however, able to automatically find the best configuration for each environment. In
particular, theCrawler test case was run on the Intel i5 661 processor an@theler * test case on
the machine with four AMD Opteron 8389 processors.

5.5.3. Experimental results. For the actual experiments, the infrastructure described in
Section 5.4.2 and the setting of parameters of the GA inferred in Section 5.4.3 were used. Although
this setting was inferred for a different fitness function while using sampled values obitbe

Freg parameter only, it represents a good option even for other experiments with the GA. Indeed,
the fitness function used in Section 5.4.3 was designed to be rather general to cover many different
concurrent behaviours. Moreover, an analysis of the correlation between the values of the fitness
function of Section 5.4.3 and th@oldiLocSCk metric used in the GoldiLocks-based fithess func-

tion on the performed experiments shows that the correlation is high. After all, the combination of
HBPair* andAvio* focuses on the same events as the GoldiLocks algorithm.

In the experiments, the elite individuals were allowed to be re-evaluated in the following genera-
tions. This is motivated by the fact that a few executions of an individual (five in this case) are often
not sufficient to prove whether the configuration can make a concurrency error manifest. Indeed,
tricky concurrency-related errors manifest very rarely even if a suitable noise heuristic is used [13].
The re-evaluation of elites therefore gives the most promising individuals another chance to spot
an error. This setting is a compromise between a high number of executions needed to evaluate every
individual more times and the available time.

The genetic approach was compared with the random approach to the choice of noise heuristics
and their parameters. In the random approach, 2000 test and noise configurations were randomly
selected and evaluated by the infrastructure in the same way the individuals in the genetic approach
were evaluated. Table IV summarizes obtained results. The table is based on average results gathered
from 10 executions of the genetic and random approaches. It is divided into three parts. In the left
part (Test case), the test cases are identified, and their size and information about their parameters
are provided.
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Evaluation of the best individuals. The middle part of Table 1V ERest individual) contains five
columns that compare the best individual obtained by the GA and found by the random approach.
The Gen. column contains the average number of generations (denoted lagenyawithin the

best individual according to the considered fitness function was discovered. The numbers indicate
that the GA was able to find the best individual according to the considered fitness function within
the first quarter of the considered generations. This motivates a possible future work on designing
a suitable termination condition for the GA-based testing process.

The Error column of theBest individual section of Table IV compares the ability of the best
individual to detect an error. The column contains two sub-columns. The values in the first sub-
column are computed as the fraction of the average number of errors found by the best individual
computed by the GA and the average number of errors discovered by the best individual found by
the random generation provided that an equivalent number of executions is provided to the random
approach (this number is computedges times the size of the population which is 20). The values
in the second sub-column are computed as the fraction of the average number of errors found by
the best individual computed by the GA and the average number of errors discovered by the best
individual found randomly in 2000 evaluations. The ‘' value represents a situation where none of
the best individuals were able to detect the error within the allowed five executionsk Sgmbol
means that the genetically obtained best individual did not spot any error while the best individual
found by the random generation did (this situation is discussed in more detail later).

Similarly, theTime column of theBest individual section of Table IV compares average times
needed to evaluate the best individual obtained by the GA and the best individual found by the
random approach. Again, there are two sub-columns. The value in the first sub-column is computed
as the average time needed by the best individual found by the random approachgémorlg0
evaluations are considered, divided by the average time the genetically found best individual needed.
The value in the second sub-column shows the average time needed by the best individual found
by the random generation when it was provided with 2000 evaluations, divided by the average time
needed by the genetically found best individual.

The values that are higher than 1 in taeor andTime columns of theBest individual section of
Table IV represent how many times the GA outperforms the random approach. In general, one can
see that the best individual found by the GA has a higher probability to spot a concurrency error, and
it also needs less time to do so. Even if one lets the random approach to perform 2000 evaluations,
the best individual found by the GA is still better. Exceptions to this ard&tdver andCrawler test
cases. In th€rawler test case, the error manifests with a very low probability. The best individuals
in both cases were not successful in spotting the error (note, however, that the error was discovered
during the search process as discussed later). IRdter test case, the best individual found by the
GA was not able to detect an error, and some of the best individuals found by the random approach

did detect the error (as again discussed later, the error was discovered during the search process t00).

This results from the fact that the GA converged to an individual that allows a very fast evaluation
(over 30 times faster than the best configuration found by the random generation). This, however,
lowered the quality of the found configuration from the point of view of error detection, indicating
that as a part of future research, one may think of further adjusting the fithess function such that this
phenomenon is suppressed.

An evaluation of the search process. The right part of Table 1V $earch process) provides a different

point of view on the presented results. In this case, the goal is not in finding just one best individual
learned genetically or by random generation that is assumed to be subsequently used in debugging
or regression testing. Instead, the focus is devoted to the results obtained during the search process
itself. The GA is hence considered here to play a role of a heuristic that directly controls which test
and noise configurations should be used during a testing process with a limited number of evalua-
tions that can be performed (2000 in this case). Note, however, that despite that this comparison is
provided and the GA turns out to work well even in this comparison, the used GA was not primar-
ily designed for controlling the entire testing process but for finding the best individual test only

(a design of a GA designed with a stress on controlling the testing process remains an interesting
challenge for the future).
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This part of the table contains three columns comparing the genetic and random approaches w.r.t.
their successes in finding errors and w.r.t. the time needed to perform the 2000 evaluations. The first
sub-column of Error) compares the average number of errors spot during the search process and
the average number of errors spot during the evaluation of 2000 randomly chosen configurations of
the test and noise heuristics. The second sub-colurnrof column compares the average number
of errors detected by the GA and the random approach when the latter is provided with the same
amount of time as the GA. Finally, thiéme column compares the average total time needed by the
random approach in 2000 evaluations and the average time needed by the GA. Again, values higher
than 1 in all the columns represent how many times the GA outperforms the random approach.

The cumulative results presented in tBeor column show that the GA mostly outperforms
the random approach. The exceptions in the first sub-colunirraf column reflect the already
mentioned preference of the execution time in the fitness function, which is further highlighted by
theTime column. For instance, in the worst case (@rawler test case), the GA is more than three
times faster but in total discovers three times less errors. Conversely, in the best casasi(ibe
andRover), the GA found three times more errors in three times shorter time. To give some idea
about the needed time in total numbers, the average time needed to evaluate 2000 random individuals
took on average 32 h (whereas the GA needed just 10.5 h), and the average time needed to evaluate
2000 random individuals of the biggest test ce$@Server took 101 h (whereas the GA needed on
average just 53 h).

Overall, the results show that the GA outperforms the random approach. They also indicate that
one should probably partially reconsider the fitness function that puts sometimes too much stress
on the execution time, which can in some cases (demonstrated Grdtder test case) be counter-
productive. Another positive fact is that the described fithess function helps to improve the testing
process even for test cases that do not contain a data race. This can be attributed to that it favours
configurations within which the synchronization occurs more often and therefore is tested more.
The results obtained from the experiments with @rewler test case evaluated using two differ-
ent hardware configurations indicate that the GA is able to reflect the environment and focus on the
noise heuristics and their parameters, which provide better results for the considered environment.

6. CONCLUSION AND FUTURE WORK

In this paper, noise-based testing that helps to examine different thread interleavings during test-
ing and dynamic analysis of concurrent programmes and hence increases chances of finding
concurrency-related errors were presented. An overview of multiple results in the area of noise-
based testing recently published by the authors was given, including novel coverage metrics suitable
for saturation-based testing and search-based testing of concurrent programmes. Then, various exist-
ing and two new heuristics for the noise placement and noise seeding problems that play a crucial
role in noise-based testing were presented. Results of some previously performed comparisons of
noise-injection techniques were summarized and used as a basis for performing a new, more thor-
ough comparison of the most promising noise-injection heuristics as well as the new noise heuristics
proposed in this article. The heuristics were compared according to their ability to find concurrency
errors, to increase concurrency coverage (namely, under thé Aaith HBPaif coverage metrics),

and to cause an acceptable performance degradation.

The presented experimental results show that noise injection can indeed very significantly
improve the testing process, but there is no silver bullet among the many noise-injection techniques.
Their performance depends on the test case, test goal, and test environment. Hence, for a new test
case, experimenting with the various noise-injection heuristics may be needed—or, as often done in
industrial practice (e.g. within the industrial use of ConTest in IBM mentioned in Section 2), one can
apply a randomly selected mix of the heuristics. In order to improve on this aspect of noise-injection
based testing, an application of the genetic algorithm for choosing a suitable combination of noise
placement and noise seeding heuristics (and of the values of their parameters) was presented as well.
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Experiments obtained with this approach showed that it can indeed significantly improve the noise-
based testing process despite that there is still much space for further improvements (as mentioned
later too).

Several promising directions for future work were envisaged: (i) one could think of new heuris-
tics and approaches combining the simplicity of noise injection with the recent developments
in the field of deterministic testing. For instance, one could use noise-based testing to roughly
explore the behaviour of the tested program and use deterministic testing to test only particular
areas of the program behaviour. (ii) There is a significant space for developing better fithess func-
tions and better algorithms for search-based testing with noise injection. The results presented in
Section 5 demonstrated that putting too much stress on minimizing the overhead caused by noise
injection may be counterproductive in some cases. In fact, the problem of choosing a suitable
noise-injection technique is of a rather multi-objective nature, and so employing multi-objective
optimization algorithms might help here. (iii) Collecting concurrency-related coverage from many
executions produces a huge amount of data. Data-mining techniques could therefore be used to
mine new helpful knowledge about the program under test from these data. (iv) Noise injection is
a lightweight testing approach that has a moderate impact on the performance of the test. Neverthe-
less, there is a simple possibility to further improve its performance by using partial instrumentation
of the code. In this case, only selected parts of the code would be instrumented and therefore affected
by the noise. All parts of the code that would be known to be safe or to contain no concurrency-
related behaviour could be omitted during the instrumentation. (v) Finally, there is still much space
for new combinations of static and dynamic analyses, further improving efficiency of the testing
processes.
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